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ECHO User’s Guide

Preface

The Earth Observing System (EOS) Clearing HOuse (ECHO) system became operational in November 2002 with
Version 4.5 (Operational Release 1). This document describes the Version 6.0 operational release. The ECHO
system has evolved from a prototype to an operational system, and as such will continue to evolve as user concerns
are addressed. The evolution should be primarily in the addition of new features, but may also involve changes to
key parts of the system. These changes are largely derived from the data model review, and have been approved for
the system. The ECHO project will make every effort to summarize these changes so that developers will have the
opportunity to adapt quickly. Furthermore, the ECHO Development Team will strive to incorporate them as quickly
as possible, so that partners are impacted as little as possible.

This document is intended to provide the reader with approaches to using ECHO but not necessarily the specific
details of every transaction. The online Application Program Interface (API) guide
(http://api.echo.nasa.gov/echo/message detail.html) provides the details of how to create each message, but does not
provide the big picture.

Conventions
All references to time are in Greenwich Mean Time (GMT).
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1 Introduction to ECHO

ECHO functions as a metadata clearinghouse and order broker for Earth Science Data and Information System
(ESDIS) data and services applied to that data. ECHO hosts a cache of metadata representing the data holdings of a
wide variety of partners. It adds value to existing systems by providing a single portal on the Internet where these
metadata can be searched.

1.1 ECHO Concept and Design

1.1.1  System Description

ECHO‘s framework of components and a spatially enabled database function together as a clearinghouse and order
broker for Earth Science metadata. ECHO also incorporates a Universal Description, Discovery, and Integration
(UDDI) registry that facilitates registration, discovery, and invocation of services related to the ECHO holdings.
Internally, ECHO specifies application process interfaces (APIs) and provides middleware components (including
data and service search and access functions) in a layered architecture. Figure 1 depicts the ECHO system context in
relation to its public APIs.

|
E U g uDDIv2.0
~ c D S0AP ™
\ ECHO XML o (

(:k) Messages g ECHO ||3 uDDI k Messages

AN A — | a Registry | Y N\

P A _
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Figure 1.  ECHO System Context

ECHO allows partners to cache copies of their metadata within it. Partners have complete control over what
metadata is represented in ECHO on their behalf. They can insert new data, modify existing data and remove old
data. Clients representing various entities can communicate with ECHO via its APIs in order to perform certain
functions on ECHO’s holdings.

All metadata is held in an Oracle database with spatial extensions. The metadata model is derived directly from that
used by the Earth Observing System Data and Information System (EOSDIS) Core System (ECS). Additional
information that ECHO persists is also maintained in the database as persisted objects represented in a relational
form.

Key features of the ECHO architecture are ease of partner participation, data model consistency, API specifications
that enable direct user/scientist participation, the extensibility of user interface and an evolutionary development
approach that can exploit industry innovations.

Ease of Partner Participation: Designed to be low-cost and minimally intrusive, ECHO offers a set of standard ways
for partners to interface with the system and a metadata exchange approach that accommodates existing partners and
technology.

Data Model Consistency: To mitigate the risk of not being able to match all possible partner data models, ECHO has
prototyped a Metadata Mapping Tool to translate non-standard formats upon ingest into ECHO.

Open System/Published APIs: ECHO uses an open system approach and ensures that user interfaces fully address
user/scientist needs by specifying and publishing domain APIs that accommodate independent ECHO clients. These
APIs are independent of the underlying transport protocols used. Currently, ECHO is capable of communicating
using Simple Object Access Protocol (SOAP) and Java Remote Method Invocation (RMI). Plans are in place to add
a Web services view of ECHO services. Other transport protocols can be added as necessary. Interactions with
ECHO may involve user interaction in real time or may be machine-to-machine.

Extensibility of User Interface: ECHO extensibility is ensured by its component architecture, which allows new
capabilities and functions to be plugged in, modeling relationships between services/APIs/UIs, and continued
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prototyping. ECHO’s current focus is on the middleware and on enabling many different types of user interfaces via
its APIs.

Evolutionary Development: The ECHO system is developed in increments to allow for insight and feedback during
the development cycle. Industry trends are followed and the use of commercial, off-the-shelf products is optimized.

1.1.11 ECHO as an APl Framework

ECHO was designed to provide a message-passing infrastructure. The assumption is that the API functions by
allowing an eXtensible Markup Language (XML) message to be passed to it, and then it responds with an XML
message of its own. Messages passed in and received from the ECHO API interface conform to a set of Data Type
Definitions (DTDs) that correspond to the particular messages involved. The DTD acts as a template, describing
generally how a message should appear, but not every aspect. The DTD, combined with information about how to
semantically interpret the message, allows an external entity to create messages to be passed to ECHO and to
interpret its results.

ECHO provides functions that are applicable across all API accesses to the system, and are therefore part of the
framework. First, the ECHO framework provides an RMI-based interface. This interface defines three basic
functions that an ECHO client can perform: login, logout, and perform a function (transaction) that is simply a way
to input an XML string and receive an XML string as a result.

Second, ECHO provides a configurable translator system that converts an XML message into the appropriate Java
method invocation. This translation improves processing by allowing the internals of ECHO to function in its native
language. It also allows the addition, removal and modification of existing messages through a configuration
process that does not involve coding, thus providing a more adaptable code base.

Third, ECHO groups transactions into services. Each service limits types of users who are allowed to connect to it.
For instance, transactions associated with a provider updating its profile information (address, email, contacts, etc.)
are only executable by users who are logged in to the system in a provider role. See sections on Users and Roles.
Each service has a fixed set of user types that can use the service.

1.1.1.2 ECHO as a Spatially Enabled Metadata Search and Order System

Having defined a system that understands how to exchange XML messages, the next step is to have a system that
understands spatially enabled Earth Science metadata. This is accomplished by introducing Oracle with its spatial
extensions into the system and creating business logic within the system that understands how to interact with that
metadata. In addition, a second ECHO interface is added, which allows metadata updates to go directly into the
database bypassing the message-passing API. A File Transfer Protocol (FTP) server is configured to receive these
update files, which are also expressed in XML according to two DTDs, one for granules (or inventory) and one for
collections (or datasets).

ECHO uses Oracle’s spatial capabilities to search for data whose spatial extent is described within the system. A
partner can associate boxes, circles and polygons with a granule or a collection. A client can then construct a search
using these types of regions and ECHO responds with data whose spatial region intersects the described region.

ECHO provides services for interacting with this catalog of metadata. Queries can be performed in a number of
ways, result formats can be specified (what fields should be returned), and the resulting data sets can be
incrementally accessed so that large return sets can be handled gracefully. ECHO also supports constructing,
submitting, and tracking orders for the data that the metadata represents. ECHO supports both an embedding of a
Uniform Resource Locator (URL) within the metadata for accessing the data (which the client simply accesses via
Hypertext Transfer Protocol [HTTP]), or a more complicated order process in which quotes and order options are
accommodated.

The query language can be specified and must be embedded within a query transaction as a string. Query language
specification allows the system to support multiple query languages. Currently only one is implemented, which is a
domain-based query language built on XML and modeled after the VO Object Description Language (ODL) queries.

1113 ECHO as an Earth Science Metadata Search and Order System

The ECS model is used as a basis for ECHO. ECHO incorporates the ECS concept of granules and collections and
defines separate DTDs for updating each of these, assuming that granules will indicate which collection they
consider their primary collection. A granule is the smallest aggregation of data that is independently managed
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(described, inventoried, and retrieved). A collection is a grouping of 0 or more granules that all come from the same
source, such as a modeling group or institution.

“Primary collection” means the collection that owns the granule — the collection from which to order that granule.
Collections contain information common across all the granules they contain, plus a template for describing
additional attributes to define data fields in ECHO that encapsulate information not already part of the metadata
model. Granules have their own metadata model and support values associated with the additional attributes defined
by the owning collection.

1114 ECHO as a UDDI Registry

The ECHO Extended Services Registry component is a public UDDI registry deployment. A UDDI registry enables
organizations offering services to register and classify those services so that service consumers may discover them.
For Web Services, a UDDI registry stores and provides information sufficient for service consumers to directly
invoke the services offered by the partner. Figure 2 depicts this “publish, find, & bind” paradigm. The UDDI
registry provides a central location for information publication and discovery; however, it does not participate
directly in transactions that may occur between consumers and partners.

Service
Registry
Find/Discover Publish
Service
Requestor PS;r‘:‘iflggr
-"—:. Client Bind
User/\

Figure 2.  UDDI Publish, Find, and Bind Paradigm

There are standard programming interfaces (APIs) defined for all instances of UDDI registries. The standard UDDI
interface comprises two distinct interfaces: the "Inquiry API" and the "Publishing API". The ECHO system makes
the Inquiry API, which is used for discovering and retrieving information about registry content, available as a
public interface. This interface describes a web service, which receives SOAP-formatted messages. In accordance
with the UDDI specification, these messages "all behave synchronously and are required to be exposed via HTTP-
POST only." Information about the UDDI Inquiry API can be found at the following location:

http://uddi.org/pubs/ProgrammersAPI-V2.04-Published-20020719.htm# Toc25137711

1.1.1.5  Security

The ECHO system supports Secure Sockets Layer (SSL)- based communication, which can be used by a client to
pass passwords or other sensitive information securely. Internally, the systems are firewalled to prevent unintended
access.

1.1.1.6  Supported Platforms
The ECHO system supports clients capable of initiating a Remote Method Invocation (RMI) or SOAP connection.
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1.1.2 System Drivers

In order to address effectively the system vision outlined above, ECHO also had to respond to a set of system
drivers. These drivers, derived from functional, organizational and operational concerns expressed by the user
community, determined the architectural approach and the types of technical solutions used in building the system.

1.1.21 Ease of Participation
The primary goal of ECHO is to enable organizations to participate in making their resources and capabilities
available to the Science community. In order to facilitate participation by these organizations, ECHO has:

*  Minimized the number of requirements that a partner must meet in order to participate.

* Involved partners in the system’s development cycle and requirements definition.

* Selected metadata insert and update mechanisms based on current standard industry practice (e.g., XML)
that most databases can generate automatically.

*  Provided mapping capabilities to convert from one XML representation into another.

1.1.22  Cost to Field

While aggressive in the capabilities it is targeted to support, ECHO continually evaluates performance and
functionality against costs in order to minimize the Cost to Field, e.g., licensing of COTS, amount of custom code
required, hardware platform requirements, and complexity of networking and installation.

1.1.23 Cost to Operate

Once fielded, ECHO seeks to minimize the cost to operate the system. Every effort is made to minimize
requirements for operations staff, in both skill and quantity.

1.1.24 Cost to Maintain

ECHO’s architecture, development processes, and use of commercial products have all been selected to minimize
the costs involved in maintaining the system, e.g., programming staff required for evolutionary improvements,
maintenance costs of COTS products, potential functional enhancements.

11.25 Extensibility
ECHO is being built with long-term extensibility foremost in mind. In order to enable emerging techniques and
strategies for Earth science research, ECHO has:

* Adopted a “design for change” as a goal at the beginning of ECHO development.

*  Built in the capability to limit the impact of changes to the API to configuration file, the service interface,
and the business logic that actually implements the function.

* Developed test tools to regression test large portions of functionality automatically overnight, so when
changes are made, undesirable impacts can be discovered quickly.

*  Adopted a layered ECHO architecture to allow changes to one component of the system without affecting
other components.

1.1.3 ECHO Capability/Functionality

ECHO provides an infrastructure that allows various communities to share tools, services and metadata. As a
metadata clearinghouse, it supports old and new data access paradigms such as navigation and discovery. As an
order broker, it forwards orders for data discovered through the metadata search process to the partners for
satisfaction. As a service broker, ECHO decentralizes end user functionality and supports interoperability of
distributed functions.

ECHO currently supports partners at three different levels: Data Partner, Client Partner and Service Partner. These
different levels of participation are not exclusive.

Data Partners — Organizations that supply inventory-level metadata representing their data holdings to ECHO.
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Client Partners — Organizations that participate by developing software applications to access the Earth Science
metadata.

Service Partners — Organizations that participate by advertising their Earth Science-related services to the user
community via ECHO. ECHO will maintain service descriptions in a service catalog (either special services, or
services that are available as an option on a selected set of granules/collections) and support the user in ordering
those services.

ECHO addresses Science User needs through a set of well-defined and open interfaces upon which the user
community can build its own client applications. In this way, ECHO supports extendable, flexible user interfaces,
allowing industry and the community to drive the progress of available Earth Science applications.

Groups outside the Earth Science Data and Information System (ESDIS) community can subscribe to metadata
holdings in order to build their own systems. The ECHO approach allows users to build their own user interfaces
(clients) to ECHO, so they are not limited by the data search and order system provided by NASA. For data
partners, ECHO offloads the burden of providing the system resources required for searching, and gives users the
flexibility to support community-specific services and functionality. ECHO’s interoperability features allow all
participants to benefit from the distributed development of functions, again reducing dependence on NASA
resources.

1.2 How to Talk to ECHO

One system driver in designing ECHO is that there should be programmatic ways to access the system. In other
words, the system should not rely only on a Graphical User Interface (GUI) for user access. All functions of the
system can be accessed programmatically. Specifically, a user of the system need not be a person, but could be
another computer. This focus has led to the API interface being developed without a user interface. The intent is to
allow many varied user interfaces, each of which addresses its own community of users. This section describes
how to communicate with ECHO via the APIs. Other methods, such as FTP for metadata ingest, are discussed in
subsequent sections.

1.2.1 Message-Based APIs

The majority of all interactions with the system take place through a message-based API. The basis of these
messages is XML. XML provides a structure and syntax, but does not specify the semantics of a message. ECHO
accepts a message in XML, performs the requested transaction, and then responds with any results and status in
XML as well. Currently, messages are passed into ECHO through Java RMI. With the exception of session
management (logging in and out), all interactions consist of simply sending an XML string and receiving one in
return. Because of the textual nature of this interaction, the protocol used to exchange messages is not critical.

As noted above, the exception to this is session management. It is important to have a method of establishing a
session as a known user and then disconnecting from it. In the current ECHO implementation, there are additional
RMI method calls for login and logout. If other protocols are used, then some secure method for establishing a
session must be created.

API transactions are divided into groups known as services. Each service has a number of transactions grouped
according to their actions, and only allows users of certain types to connect to it.
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1.211 The Session Manager

All communication with ECHO takes place through the Session Manager. A client uses a SOAP client library to
obtain a reference to ECHO’s Session Manager, and then sends all communication to ECHO through that reference.
The Session Manager interface is shown in Table 1:

Method Summary

Return Message Signature Description
Type
void identify(String client) Used to identify the client accessing ECHO. All
clients should call this after establishing a
session.

boolean | login(String username, String password) | Used to establish a registered user session.

void logout() Used to end a registered user session.

String perform(String msg) Access to ECHO’s XML message based
services.

boolean | setProviderContext(String providerld) Used by a registered user to specify which

provider they are acting as (if they can represent
more than one).

String getECHOVersion() Used to retrieve the current version of the ECHO
AP|

Table 1: Session Manager Interface.

A client, after obtaining a reference to the Session Manager, should identify itself through the identify method. The
string submitted should be a brief identifier for the client and its version number (e.g., WIST v1.3). Once this is
done, the perform method can be used to submit XML messages for service requests that match the ECHO API, and
the resulting XML message is returned from it. If login has not been called, then the client is acting as a guest user.
If login has been called, then the client is acting as that user. It is expected that the client will simply provide a
userid and password prompt for its user, and then pass that information to ECHO. Logout can be used to end a
registered user’s session. SetProviderContext is used when performing provider maintenance functions to identify
which provider a registered user is working for, if that registered user has more than one provider role (See roles
description in section 2.4). If there is only one provider role for the registered user, then it is not necessary to call
this function, as ECHO knows which provider to reference. If there are no provider roles for a registered user, then
that user cannot execute the provider management functions.

If it is desired to know the version number of the ECHO api with which a client is communicating, the client can
directly invoke the getECHOVersion method through ECHO client proxies.

1.21.2 XML Basics

It is important for developers to have a fundamental understanding of ECHO. This section strives to provide basic
information needed to get started with ECHO and is not intended to be an XML tutorial.

‘ Note: If one decides to use the Java Fagade, then this level of complexity is hidden from the client.

ECHO uses DTDs as the templates for the messages that it handles. These templates can be used to help construct a
message the first time, and to validate that a message is constructed correctly. The basic structure of an ECHO API
message is:

<ServiceName><TransactionName><TransactionSpecificParameter>.</TransactionSpecificPara
meter></TransactionName></ServiceName>
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Note that the XML structure is similar to Hypertext Markup Language (HTML). Each part begins with an open tag
inside of angle brackets, and ends with the same tag with a leading slash. The first level tells what individual service
of ECHO is being addressed. The second level identifies the particular transaction that is being requested. If there
are no parameters, then that is all that is needed, otherwise the parameters are embedded inside at this level
according to the appropriate DTD.
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1.21.3 XML Escape Characters

Partners must supply a valid XML file for their metadata. A metadata input XML file should be validated against its
corresponding DTD before being sent to ECHO. Certain characters such as “&” etc. in the XML file must be
addressed. The input string containing those characters can be either expressed using CDATA expression or using
escape characters.

The following examples shown how the string should be given in the XML file:
for long name:
<name part 1 & name part 2>
using CDATA expressions:
<LongName>! [CDATA[<name part 1 & name part 2>]]</LongName>
using escape characters:
<LongName>&lt;name part 1 &amp; name part 2&gt;</LongName>
The ECHO ingest process handles the escape characters in Table 2: if they appear in the input XML file.
Table 2: XML escape characters for ingest.

Character Escape Character

& &amp;
< &lt:

> &gt;

' &apos;
" &quot;

1.2.2 UDDI Inquiry API

The ECHO UDDI Registry “Inquiry” API accepts SOAP-formatted messages. The following paragraph relates
SOAP to UDDI and can be found in the UDDI specification. Note that the ECHO UDDI registry implements the
UDDI v2 standard.

“Simple Object Access Protocol (SOAP) is a method for using XML in message and remote procedure call (RPC)
based protocols. SOAP has been jointly defined and submitted to the World Wide Web consortium (W3C) as a
recommendation. UDDI uses SOAP in conjunction with HTTP to provide a simple mechanism for passing XML
messages to Operator Sites using a standard HTTP-POST protocol. Unless specified, all responses will be returned
in the normal HTTP response document. As of version 2, there are still no interactions that deviate from this general
rule.”
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2 ECHO Entities

Interactions with ECHO are done through message passing and affect the state of entities within the system. The
major ones are described in this section.

2.1 Users

The most basic entity in the ECHO system is a User. Users can be distinguished from each other based on their
username, which is unique to any particular user of the system. There are two types of users: registered users and
guests. Guests have the ability to do many of the things registered users can do, but they cannot count on persistent
access to information across sessions. Registered users can save information to be used in their next session after
they log out of the current one. Registered users can further be segregated into Providers and Clients. Provider users
are associated with a data center. Clients are associated with an end client user.

2.2 Roles

2.2.1 User Access

In the past, there was a concrete concept of two kinds of registered users that could log into the system — the science
user and the provider user. Now, only one kind of user can log into the system — the science user. All authorization
in the system has moved from the service layers to the transactions themselves. Provider-oriented transactions are
no longer used by provider users but instead facilitated through the concept of provider roles that are associated with
a science user.

ECHO now has a concept of “user roles”. User roles are a way to grant a user access to the system. These roles
facilitate greater flexibility with transaction-level authorization and allow certain users the ability to execute both
client and provider transactions without having two accounts in the system. Currently, there are two kinds of roles:

1. Provider Role: A user can have one or more provider roles, with each role associated with one provider in the
system. A user with one or more provider roles can access and update information about the providers with which
they are associated. For instance, if a user has a provider role for Oak Ridge National Laboratory (ORNL), then that
user can use the UpdateContact transaction in ProviderAccountService to update the contact information for ORNL.

2. Admin Role: A user can only be associated with one instance of this role. This role allows the user to access and
update information about any user and any provider. Essentially, this role should allow the user full access to almost
anything in the system and available through the current API. Users who are assigned this role should read the
ECHO Operations Guide as well as this document.

2.2.2 Transactions

There are several transactions in ECHO to facilitate the use of these roles. They are in ProviderAccountService,
AdministrationService, UserAccountService, and in SessionManager.

2221 SetProviderContext

If the user is associated with one or more provider roles, there must be a way to tell the system which provider they
want to currently represent. Thus, each user has what is called a provider context. The provider context holds the
current provider that user represents, and as the name implies, it is in the context of this provider to which the
provider-oriented transactions in the system are applied.

Note: If the user is only associated with one provider role, using this transaction is not necessary.
The system will assume that the user’s ‘provider context’ holds the provider associated with that
one provider role.
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2222 SetUserContext

This transaction is similar in concept to the ‘SetProviderContext’ transaction in ProviderAccountService.
Specifically, an admin’s ‘user context’ holds the current user to which the admin represents, and as the name
implies, it is in the context of this user to which user-oriented transactions in the system are applied.

Note: Unlike the SetProviderContext transaction, there is no case where the system can assume
which user the admin should represent. Thus, if an admin user does not set their 'user context’
before executing a user-oriented transaction, then the transaction is applied to the actual admin
user. Also there is no way to empty the ‘user context’ after it is set. Thus, if the admin user needs
the user-oriented transactions to apply to oneself then the admin user must set the ‘user context’
to the actual admin user.

2.3 Queries

A Query in the ECHO system is used to search and retrieve science metadata stored by ECHO. A user can create a
query by issuing a QueryRequest message of the CatalogService to ECHO. Users can search on collections (referred
to as a “Discovery Search,” or on granules (referred to as an “Inventory Search”). Table 3: and Table 4: identify the
kinds of queries that ECHO supports, with examples of what that search might yield.

Table 3: Discovery Search — Collections.

Search Criteria Search for collections based on

Campaign ‘Soil Collections’,'River Discharge (RIVDIS)

Dataset ID ‘15 MINUTE STREAM FLOW DATA: USGS (FIFE)

ECHO Insert Date The date it was inserted into ECHO; e.g. from July 3, 2001 at 5:30 pm to June 2, 2002
ECHO Last Update The date the collection level metadata for this collection was last updated in ECHO.
Online Collections Only Only those that are available online

Parameter Geo-physical parameter; e.g.

Processing Level 1A, 2B, etc.

Sensor Name ‘BAROMETER', ‘CAMERA’, 'SWIR’

Short Name ‘AST_L1A’, ‘MYDPT1KN’

Source Name ‘DIGITAL ELEVATION MODEL’, ‘NOAA-9'

Spatial Polygon, polygon with holes, multi polygon

Spatial Keywords ‘Global’, ‘United Kingdom’, ‘Solar

Temporal Date range and periodic ranges search over the temporal coverage of the collection
Temporal Keywords ‘January’, ‘Spring’, ‘Stone age’, ‘Weekly’

PSA Names ‘DAR_ID’, '‘QAFRACTIONGOODQUALITY’,'FIREPIXELS'

Orderable items Collections available for ordering
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Table 4: Inventory Search — Granules.

Search Criteria Search for collections based on

Granules that have associated browse in ECHO

Only Granules with Browse Data

Campaign

‘Soil Collections’, BOREAS’

Percentage of Cloud Cover

Percentage of cloud cover between 5-10%

Dataset ID Granules from the collection identified by dataset id
ECHO Insert Date Date it was inserted into ECHO
ECHO Last Update Granule metadata last updated in ECHO

Either Day or Night granules

Whether they are taken in day time, night time or both

Only Global Granules

Whether the granules are global

Search on granule IDs (ECHO specific)

Only search for specific granules using ECHO ID

Search on Granule UR

‘SC:AST_L1A.003:2007226177’, 'VEMAP_1_SITE.w'

Online Granules Only

Only those that are available online

Two Dimensional Coordinate System

Any two-dimensional coordinate system-based search criteria supported by the

collection, such as path/row

Local Granule ID

Search for granule using science team ID

Sensor Name

‘BAROMETER’, ‘CAMERA', ‘SWIR’

Source Name

‘DIGITAL ELEVATION MODEL', ‘NOAA-9’

Spatial Polygon, polygon with holes, multi polygon
Temporal Temporal coverage of the granule
PSA E.g. granule for DAR_ID value ‘345f3c’

Orderable ltems

Granules available for ordering

ECHO supports storage and retrieval of previously stored queries by users. A user can also execute a previously
stored query to get data that are more recent.

Currently the QueryRequest message can be used only to perform a synchronous query. This may be a drawback if
the query takes too long. In future releases of ECHO, the users will be able to execute a Query asynchronously. In
this context, a synchronous query is one in which the query will execute before a response is returned to the query

message. An asynchronous query will receive a response to its initiating message immediately and then require an
additional message to find out that the query has completed.

These future capabilities will be enabled through the CatalogService APIs that have not been currently implemented.

2.4 Results

When a query is executed in ECHO, it automatically generates a Result. Every Result in ECHO has a unique

identifier within the system.

A user may execute multiple Queries simultaneously. Result sets from all these queries will be available by name
(ResultSetID). These however may be removed from ECHO without notice in a reasonable amount of time, unless
they were explicitly saved using the SaveResultSet transaction. Since guests are not allowed to save results in
ECHO, the results are not available after the guest completes the ECHO session.
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Results can be retrieved by using the Present transaction to issue a PresentRequest XML message as well as through
one type of query.

2.5 Catalog Items

A catalog item is any orderable item (granule or collection) in the ECHO system. Retrieving results of a query to
ECHO may return several granules or collections, but not all the granules or collections may be orderable. Ifa
granule or collection is orderable, a CatalogltemID (an XML tag in the ECHO DTD) is returned for the granule or
collection metadata. Currently, for convenience of client developers, ECHO catalog item ID is in a format like
"G123456-GSFC". Every catalog item ID consists of two parts. The first part starts with a capital letter, either a "G"
which represents a granule item, or a "C" which represents a collection item. The numerical ID immediately follows
the capital letter. The second part is the name of the provider. Two parts are linked with a dash “-”. To see the
possible required/optional options for a catalog item, you need to run the OrderEntryService ‘“PresentCatalogltem”
transaction on that particular catalog item ID. Currently, there is no universal way for a provider to declare which
granule or collection is orderable. Each provider must advise ECHO of their order policy or give ECHO the list of
granules/collections that are orderable or searchable. Another option is for a provider to follow ECHO’s rule to
provide orderable notification by giving the price for each orderable item even it is $0.00. Note that if a URL is
provided, it is assumed that the client can simply retrieve the data from that URL as a direct link or obtain the data
accessing instruction via the URL.

2.6 Orders

An order is a collection of catalog items that a user is interested in, and would presumably order. Each item in the
order is associated with a quantity value, and any options available to that item. Within ECHO, a registered user
creates an order and then adds, deletes, and updates each item in the order before submitting the order to ECHO.
Registered users can look at the status of their orders, as well as the history of all their submitted and shipped orders.

The collection of catalog items that comprises an order does not have to belong to one provider, but can span many
providers. When organizing providers and catalog items within an order, another concept called a “provider order”
isused. An order can consist of one or more provider orders. Each provider order can consist of one or more
catalog items that belong to the same provider. To uniquely identify a particular provider order, one only needs the
order ID that the provider order is in, and the provider ID of the provider that is associated with that provider order.
When a full order is submitted to ECHO, it is these separate provider orders that are actually submitted to each
associated provider.

The OrderEntryService allows registered users to create and change orders, provider orders, or individual catalog
items. All transactions within the OrderEntryService deal with orders before they are submitted to the system.
Once the “Submit” transaction is executed for a certain order within the OrderEntryService, the user can no longer
execute any further changes on that order. However, a user can look at the current and historical status of any of
their submitted orders through the order-oriented transactions in the UserAccountService.

Once a provider order is submitted to the appropriate provider, the status of that order can be changed in two ways.

¢ The provider can send an immediate response, whether they will or will not accept the order, to a provider
order submission.

*  The provider can wait and asynchronously use the ProviderOrderManagementService API to change the
status of an order after they have had time to fully process the order.

2.6.1 Authenticators

While most items that can be ordered through ECHO’s data broker are available to the entire user community, some
items are restricted. Different providers use different mechanisms to determine if the person ordering restricted data
is allowed to access that data. Some providers user a password, others an authentication key (which is a string). To
this end, ECHO provides the authenticator mechanism. Providers are allowed to declare what an authenticator looks
like to them. Clients can find out this structure, and present it as a template form to the user. The client can then
create a named list of authenticators on behalf of the user for each provider using transactions in the user account
service. ECHO allows for a registered user to have more than one authenticator stored for a provider since it is
possible that different projects that the user represents may have different authenticators. There are transactions for
managing this list. Once the list is created, any client can set which one (by name of the authenticator) should be
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used for a given order. If none is set, then an authenticator is not used. ECHO will send the authenticator along
with the order. An order adapter can be used to convert the authenticator from ECHO’s format into the information
needed for accessing a provider’s existing interface if needed.

2.7 Groups

Groups are an aggregating mechanism in ECHO that allows a user to associate a group name with a given set of
users. When a group is created, the group’s owner specifies an ECHO user to be the group’s manager. However,
group managers can be added and removed after creation by other group managers. After becoming a member of a
group, a user can be granted access to restricted metadata via the data management service.

2.8 Conditions

Conditions represent a partial equation to be evaluated as part of the ACL honoring system. The type of the
condition defines the evaluation process. Temporal Conditions use a date range, and the production date of a
granule is compared against the date range to check for applicability of the condition. The primary use of conditions
is to facilitate reuse among data rules. The same temporal condition can be used by both a restriction and a
permission to control access to metadata. To extend a time range, you only have to change one Temporal Condition
as opposed to changing multiple data rules. Another type of condition is RestrictionFlag, which can be used to
restrict access to granules based on the value of a granule’s RestrictionFlag metadata field. For example, this might
be used to control access based on a granule’s science quality.

2.9 Rules

Rules wrap conditions and provide a complete evaluation capability as part of the ACL honoring system. Rules
define which specific data is to be controlled, as well as the condition to use for evaluating if the data should be
controlled. Rules also contain a comparator, which is a key part of rule evaluation. Lastly, rules contain data
including ActionType (describes which actions the rule applies to), and in the case of a permission, a GroupName
(describes which group the permission applies to). Restrictions (one type of a rule) apply to the global ECHO
population, and Permissions (the other type of a rule) apply to a specific group.

2.10 Errors

ECHO does not currently have any Error coding system. Therefore, error messages are free text messages. An
attempt is made to make the error messages as self explanatory as possible. Sometimes this means that the error
messages may contain the name of the user that executed the request resulting in the error message. This makes it
impossible to list all the “exact” error messages that are reported. In addition, since there is no finite set of error
codes, it is difficult to list every error scenario and the corresponding error message. An attempt is made to cover
different types of error messages. If you do encounter a case that is not covered here, please let us know and help us
improve on this documentation.

In general, ECHO presents the error message in two major formats. On is the service responding message and
another is the response from the Session Manager. Both formats are expressed using XML.

Error Message 1. Example of an ECHO Service responding with an error message.

<?xml version="1.0" standalone="no" ?>
<SubscriptionService>
<CreateSubscriptionResponse>
<BooleanResult>
<BooleanResultType>
<ERROR />
</BooleanResul tType>
Message>Guest users aren't allowed access to this transaction.</Message>
</BoolearResult>
</CreateSubscriptionResponse>
</SubscriptionService>
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In the example above, the root tag is the service name that you submitted your request to. The second level tag is
the option response with the option that you requested the service to perform. The third level is an expression of
Boolean Result; succeed or fail. If the execution of your requested option to the service failed, ERROR is the
returned result type. The error message will indicate the detail of the error.

Another example (shown below) is an error responding from the Session Manager. This type of error message is
usually returned when the error is detected before the request reached the service layer such as invalid input XML
message or the responding service layer cannot handle the returned error message.

Error Message 2. Example of the ECHO Session Manager responding with an error message.

<?xml version="1.0" standalone="no" ?>
<SessionManager>
<Error>
<! [CDATA[
The content of element type "SaveQueryRequest" is incomplete, it must match " (QueryName, QueryExpression)".
11>
</Error>
</SessionManager>

The actual error message is listed as |[CDATAJ.....]] inside the Error tag.

In addition to the error messages that ECHO sends out, many system level exceptions such as exceptions from Java
and from the Oracle database are also sent as the actual error message under certain circumstances.

2.11 Services

2.11.1 Service Interface

A service interface describes a class of extended service that may be offered by an ECHO partner. It is represented
in a Web services definition language (WSDL) document and describes the data types and messages that must be
supported to implement the service type. Service interface documents (.wsd/ documents) are maintained by the
ECHO system and managed by the ECHO operations team and the ECHO partner community. Information about
each service interface is stored in the ECHO UDDI registry and can be accessed through the ECHO UDDI Inquiry
interface.

2.11.2 Service Implementation

A service implementation is a physical instantiation of a service interface. The service implementation is represented
in a Web services definition language (WSDL) document, which describes the specific Web location and invocation
protocol that can be used to invoke the service on the partner’s system. The service implementation (.wsdl
document) imports its data type and message descriptions from a service interface document (that is hosted by
ECHO). Information about the service implementation, including the binding information necessary to invoke the
service, is maintained in the ECHO UDDI registry and can be accessed through the ECHO UDDI Inquiry Interface.
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3 Registration Service

A User registers with the ECHO system by contacting the RegistrationService. The CreateUser transaction in the
RegistrationService allows a guest to create a new user account and set up their profile information.

3.1 Transactions

3.1.1 CreateUser

The CreateUser transaction accepts the following fields: UserInformation, AddressInformation (optional),
Phonelnformation (optional), and EmailAddress. Contained within UserInformation are fields such as: UserID,
UserPassword, FirstName, LastName, and OrganizationName (optional). Currently, ECHO requires a user’s
password to have at least 10 characters and at least three of the following four types of characters:

1. Upper case letter
2. Lower case letter
3. Digit
4

Any other special characters such as “$”, “&”, “>”, “<”, etc.

Once registration is succeeded, UserName and Password can be used to login, and User Account Service APIs can
be called.

Code Example 1. Create User.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE RegistrationService PUBLIC "-//ECHO RegistrationService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/RegistrationService.dtd">

<RegistrationService>
<CreateUserRequest>
<UserName>NewUser1</UserName>
<Password>1welcomeG$T</Password>
<UserInformation>
<FirstName>New</FirstName>
<LastName>User</LastName>
<EmailAddress>username@domain</EmailAddress>
<OptIn>true</OptIn>
</UserInformation>
</CreateUserRequest>
</RegistrationService>

3.1.2 SubmitProviderApplication

This transaction is used to submit an application to become a provider of data or services for the ECHO
clearinghouse. Only a Registered User can issue this request. The applicant should specify an OrganizationName,
ProviderContact, a description of holdings (optional) and services (optional) and any additional information they
wish to provide. The applicant must provide at least one provider contact, which describes the contact person within
the provider's organization in order to process the application. The contact role of provider contact describes the title
or position of the contact person. The provider must have a role 'order manager' in order to receive copy of emails to
the users about order status update or answer the user's question. Currently, the creation of a provider account is a
manual process and is not automated. Once approved to be a provider of ECHO system, the provider can use
Provider Account Service to add, delete and update contact information.

Code Example 2. Provider registration application.
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<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE RegistrationService PUBLIC "-//ECHO RegistrationService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/ RegistrationService.dtd">
<RegistrationService>
<Submi tProviderApplicationRequest>
<ProviderApplication>
<OrganizationName>TEST ORGANIZATION</OrganizationName>
<ProviderType><SERVICE/></ProviderType>
<DiscoveryUrl>
http://lyta.gsfc.nasa.gov/imsdev—in/echowhiteboard/private/webwebx.cgi
</DiscoveryUrl>
<ProviderContact>
<ContactRole>admin</ContactRole>
<ContactFirstName>Lei</ContactFirstName>
<ContactlastName>Fang</ContactLastName>
<AddressInformation>
<AddressID>admin</AddressID>
<USFormat>TRUE</USFormat>
<Streetl>Shooting Star dr.</Streetl>
<City>GreenBelt</City>
<State>MD</State>
<Zip>20770</Zip>
<Country>USA</Country>
</AddressInformation>
<PhoneInformation>
<PhoneName>phonel</PhoneName>
<PhoneString>1 301 555 1234 x264</PhoneString>
</PhoneInformation>
<EMailAddress>username@domain</EMailAddress>
</ProviderContact>
<DescriptionOfHoldings>
Description of NASA GSFC data holding is classified, therefore, use default.
</DescriptionOfHoldings>
<DescriptionOfServices>
We Only process the best of the best of the best of the best data....-:)
</DescriptionOfServices>
<AdditionalInformation>
Any additional question, please send to the admin office listed.
</Additional Information>
</Providerfpplication>
</Submi tProviderApplicationRequest>
</RegistrationService>

When the application is submitted, ECHO will respond with an XML message that indicates whether the application
succeeded and assigns a temporary tracking id that the potential provider can use to communicate with the ECHO
Operations team.

However, there is still additional configuration and testing to complete before this ECHO provider is ready to fully
participate. Contact the ECHO operations team at echo@killians.gsfc.nasa.gov for details.
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4 User Account Service

The User Account Service is used to update information associated with a particular user. This information includes
entities such as Addresses, Emails, Phone Numbers, etc. A feature of the ECHO system is that it allows registered
users to store multiple addresses, emails, and phone numbers that are distinguished by their unique names. For
example, a client may set up an address in his/her profile where the AddressID value is "Work" as well as another
address where the AddressID value is "Home". The same is true for phone numbers. The intent here is to allow a
registered user to store a number of addresses and be able to choose from them. The API does not explicitly connect
these, but a client interface can query for a list of addresses and fill in the blanks in the other API transactions
appropriately.

Users (guest or registered user) are not required to store their address information in ECHO. A registered user has
the capability of adding any number of addresses to their profile.

4.1 User Account Service Entities

4.1.1 Addresses

Users are not required to submit address information to the ECHO system unless they order data that requires a
shipping address, a billing address or a contact address. A registered user has the capability of adding any number of
addresses into their profile but is not required to do so.

An ECHO Address entity consists of an address ID, a US format flag, five street address lines, and city, state, zip
code, and country fields. The address ID represents a unique name for the address entity like "Home" or "Work".
The ECHO Address entity does try to support multiple international mailing formats by using the US format flag.
Since international mailing formats can differ greatly from each other, the ECHO Address entity has five Street
Address lines that allow for a free format that users and providers can use to fill in any international address in any
way that is deemed best. In such a case, the US format flag should be set to “FALSE” and only the first street
address and country field are required. However, if the mailing address does follow the normal U.S. mailing
standards, then the US format flag should be set to “TRUE” and the city/state/zip-code/country fields will become
required fields. In all cases, the country field is required and must comply with the ISO 3-letter country code. For
example, “USA” stands for the United States of America while “CAN” stands for Canada.

4.1.2 Emails

Only one email address can be associated with a user account. The rules for an email address in the ECHO system
are consistent with global standards for email addresses: username@domain.

4.1.3 Phone Numbers

Phone Number entities are similar to Address entities in that a user may store multiple phone numbers in the ECHO
system. Each piece of phone information is given a PhoneName, which is a unique name chosen by the user. An
example of a PhoneName is "Home" or "Work". The actual phone number is stored as a string in PhoneString.

4.1.4 Order History

Every order that is placed through the ECHO system is tracked internally. At any time, a user can ask ECHO to
present his / her order history. The order history is a listing of all orders the user has transacted during their entire
existence in the ECHO system; however, ECHO operations may impose time limits to effectively manage space.

4.1.5 Authenticators

While many items that can be ordered through ECHO’s data broker are available to the entire user community, some
items are restricted. Different providers use different mechanisms to determine if the person ordering restricted data
is allowed to access that data. Some providers user a password, while others an authentication key (which is a
string). To this end, ECHO provides the authenticator mechanism. Providers declare what an authenticator looks
like to them. Clients can find out this structure, and present it as a template form to the user. The client can then
create a named list of authenticators on behalf of the user for each provider using transactions in the user account
service. ECHO allows for a registered user to have more than one authenticator stored for a provider since it is
possible that different projects that the user represents may have different authenticators.
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4.2 Transactions

4.2.1 ListRoles

The registered user can use this transaction to list the roles associated with oneself. Currently, this list would
include all the provider roles and/or admin role associated with this user. The presentation of each role consists of a
RoleType, a RoleTarget, and a RoleDescription. RoleType is currently either a PROVIDER or an ADMIN.
RoleTarget is used in case of a PROVIDER role to show which provider this user represents. RoleDescription is for

the description of the role.

Code Example 3. ListRoles request.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"

"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>
<UserAccountService>
<ListRolesRequest/>

</UserAccountService>

Code Example 4. ListRoles response.

<?xml version="1.0" standalone="no" ?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"

"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>
<UserAccountService>
<ListRolesResponse>
<BooleanResult>
<BooleanResultType>
<REQUEST SUCCEEDED />
</BooleanResul tType>
</BoolearResult>
<Role>
<RoleType>
<AIMIN />
</RoleType>

<roleDescription>Administrator of ECHO</roleDescription>

</Role>
<Role>
<RoleType>
<PROVIDER />
</RoleType>
<roleTarget>LPDAAC ECS</roleTarget>

<roleDescription>Provider Access to provider LPDAAC FECS</roleDescription>

</Role>
<Role>
<RoleType>
<PROVIDER />
</RoleType>
<roleTarget>GSFCECS</roleTarget>

<roleDescription>Provider Access to provider GSFCECS</roleDescription>

</Role>
</ListRolesResponse>

</UserAccountService>
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4.2.2 PresentUserInformation

This transaction allows a user to view his or her information including: first name, last name, email address, and/or
organization name.

Code Example 5. PresentUserInformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentUserInformationRequest/>

</UserAccountService>

4.2.3 UpdateUserinformation

This transaction enables a user to update his or her information including: first name, last name, email address,
and/or organization name.

Use of this transaction will completely overwrite any previous user information. If an update is
submitted that contains blank fields, then existing information in those fields will be overwritten
with blanks.

Code Example 6. UpdateUserInformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<UpdateUserInformationRequest>
<UserInformation>
<FirstName>NewUser</FirstName>
<LastName>NewOne</LastName>
<EmailAddress>username@domain</EmailAddress>
<OptIn>true</OptIn>
</UserInformation>
</UpdateUserInformationRequest>

</UserAccountService>

4.2.4 Present Address Information

A registered user can maintain any number of addresses. Each address will have a name (AddressID) that references
the address; all addresses can be added, presented, updated, and deleted by this registered user. There are some
address information specifics.

*  The name of the address (AddressID) must be unique for the user that the address belongs to and is not case
sensitive.

* The US format requires at least one street address line to be filled, as well as, the city, state, zip code and
country fields.
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*  The non-US format only requires one street address line and the country field. The country field must
follow the convention of the ISO 3-letter country code.

This transaction allows a registered user to view one or more addresses in this user’s profile. For each AddressID
specified, the address information of the specified address is presented. Otherwise, if the AdressID is omitted, all of
this user’s addresses will be presented. However, trying to present a non-existing AddressID will result in an error
message.

Code Example 7. PresentAddressInformation transaction (specific).

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentAddressInformationRequest>
<AddressID>work</AddressID>
</PresentAddressInformationRequest>

</UserAccountService>

Code Example 8. PresentAddressInformation transaction (all).

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentAddressInformationRequest/>

</UserAccountService>

4.2.5 Add Address Information

This transaction adds one or more addresses to this registered user’s profile. Adding an address with an existing
AddressID will result in an error message. The AddressID identifies each address. All required address fields
(specified in Present Address Information Section) in an address must be filled.

Code Example 9. AddAddressInformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<AddAddressInformationRequest>
<AddressInformation>
<AddressID>Work</AddressID>
<USFormat>TRUE</USFormat>
<Street1>222 bbb st.</Streetl>
<City>future city</City>
<State>md</State>
<Zip>22222</7ip>
<Country>USA</Country>
</AddressInformation>
</AddAddressInformationRequest>

</UserAccountService>
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4.2.6 UpdateAddressinformation

This transaction enables a registered user to update one or more addresses in this user’s profile. If the user updates
multiple addresses and one of them fails, then the whole update fails. Updating an address with an AddressID that
had not previously been added will result in an error message. All required address fields in an address must be
filled.

Code Example 10. UpdateAddressInformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<UpdateAddressInformationRequest>
<AddressInformation>
<AddressID>work</AddressID>
<USFormat>TRUE</USFormat>
<Street1>9111 Edmonston Rd.</Streetl>
<Street2>Suite 202</Street2>
<City>Greenbelt</City>
<State>MD</State>
<Zip>20770</Zip>
<Country>USA</Country>
</AddressInformation>
</UpdateAddressInformationRequest>

</UserAccountService>

4.2.7 DeleteAddressinformation

This transaction enables a registered user to delete one or more addresses. If the user deletes multiple addresses and
one of them could not be deleted, then the whole deletion fails. Deleting a non-existing address will result in an error
message.

Code Example 11.  DeleteAddressInformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<DeleteAddressInformationRequest>
<AddressID>work</AddressID>
</DeleterddressInformationRequest>

</UserAccountService>

4.2.8 PresentPhonelnformation

This transaction allows a registered user to present one or more phone numbers in his or her profile. If multiple
phone numbers are to be presented and one of them cannot be presented, the whole operation fails. If PhoneName is
specified, the phone information of the specified phones is presented; otherwise, all of the phones are presented.
However, presenting a non-existing phone number will result in an error message.

Code Example 12.  PresentPhonelnformation transaction.

<?xml version="1.0" encoding="UTF-8"?>
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<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentPhoneInformationRequest>
<PhoneName>work</PhoneName>
</PresentPhoneInformationRequest>

</UserAccountService>

4.2.9 AddPhonelnformation

This transaction enables a registered user to add one or more phone numbers to a user’s profile. All of the phone
fields are required and must be filled, or the message is not valid. If multiple phone numbers are added and one of
them cannot be added, the transaction fails. However, adding an existing phone number will result in an error
message.

Code Example 13. AddPhonelnformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<AddPhoneInformationRequest>
<PhoneInformation>
<PhoneName>work</PhoneName>
<PhoneString>1-301-555-8888</PhoneString>
<PhoneInformation>
</AddPhoneInformationRequest>

</UserAccountService>

4.2.10 UpdatePhonelnformation

This transaction enables a registered user to update one or more phone numbers in their profile. All of the phone
fields are required and must be filled, or the message is not valid. If multiple phone numbers are to be updated and
one of them cannot be updated, the transaction fails. Updating a non-existing phone number will result in an error
message.

Code Example 14.  UpdatePhoneIlnformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<UpdatePhoneInformationRequest>
<PhoneInformation>
<PhoneName>work</PhoneName>
<PhoneString>1-301-555-8888</PhoneString>
</PhoneInformation>
</UpdatePhoneInformationRequest>

</UserAccountService>

4.2.11 DeletePhonelnformation
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This transaction allows a registered user to delete one or more phones in his or her profile. If multiple phone
numbers are to be deleted and one of them cannot be deleted, the transaction fails. PhoneNames must be specified in
order to delete. Deleting non-existing phone numbers will result in an error message.

Code Example 15. DeletePhonelnformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<DeletePhoneInformationRequest>
<PhoneName>work</PhoneName>
</DeletePhoneInformationRequest>

</UserAccountService>

4.2.12 PresentOptionDefinitionsForUser

Users can specify default options (or “preferences”), which ECHO uses during the ordering process. The response in
this transaction lists the available options that the user may set:

Table 5: User options.

default_shipping_address default_contact_address
default_billing_address default_shipping_phone
default_contact_phone default_billing_phone
default_shipping_email default_contact_email
default_billing_email order_notification_level

Code Example 16.  PresentOptionDefinitions transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentOptionDefinitionsForUserRequest/>

</UserAccountService>

Note: If a particular option is identified in the request message, only information related to that
option will appear in the response.

4.2.13 SetOptionSelectionsForUser

Based on the option definitions identified in the response to the PresentOptionDefinitionsForUser transaction, a user
can set the options they desire. More information about options can be found in the Order Entry Service section.

Code Example 17.  Set option selections for user.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>

<SetOptionSelectionsForUserRequest>
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<OptionSelection>
<SimpleOptionSelection>
<OptionName>default shipping address</OptionName>
<Value>project</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default billing address</OptionName>
<Value>work</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default contact address</OptionName>
<Value>home</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default shipping phone</OptionName>
<Value>project</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default billing phone</OptionName>
<Value>work</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default contact phone</OptionName>
<Value>home</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default shipping email</OptionName>
<Value>project@domain</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default billing email</OptionName>
<Value>work@domain</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default contact email</OptionName>
<Value>hame@domain</Value>
</SimpleOptionSelection>

ECHO Users’ Guide 24

To accompany ECHO Release 7.0



</OptionSelection>
</SetOptionSelectionsForUserRequest>

</UserAccountService>

4.2.14 PresentOptionSelectionsForUser
This transaction enables a user to view the selections that they have set.

Code Example 18.  PresentOptionSelections request.

<?xml version="1.0" encoding="UTE-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>

<PresentOptionSelectionsForUserRequest>
<OptionName>default contact address</OptionName>
<OptionName>default shipping address</OptionName>
<OptionName>default billing address</OptionName>
<OptionName>default contact phone</OptionName>
<OptionName>default shipping phone</OptionName>
<OptionName>default billing phone</OptionName>
<OptionName>default contact email</OptionName>
<OptionName>default shipping email</OptionName>
<OptionName>default billing email</OptionName>

</PresentOptionSelectionsForUserRequest>

</UserAccountService>

Code Example 19. Response message for PresentOptionSelectionsForUserResponse.

<?xml version="1.0" standalone="no" ?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentOptionSelectionsForUserResponse>
<BooleanResult>
<BooleanResul tType>
<REQUEST SUCCEEDED />
</BoolearResultType>
</BooleanResul t>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default contact address</OptionName>
<Value>home</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default shipping address</OptionName>
<Value>project</Value>
</SimpleOptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
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<OptiorName>default billing address</OptiorName>
<Value>work</Value>
</SimpleQptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default contact phone</OptionName>
<Value>home</Value>
</SimpleQptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default shipping phone</OptionName>
<Value>project</Value>
</SimpleQptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default billing phone</OptionName>
<Value>work</Value>
</SimpleQptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default contact email</OptionName>
<Value>hame@domain</Value>
</SimpleQptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default shipping email</OptionName>
<Value>project@domain</Value>
</SimpleQptionSelection>
</OptionSelection>
<OptionSelection>
<SimpleOptionSelection>
<OptionName>default billing email</OptionName>
<Value>work@domain</Value>
</SimpleQptionSelection>
</OptionSelection>
</PresentOptionSelectionsForUserResponse>

</UserAccountService>

4.2.15 Change User Password

This transaction lets the user change his or her password. Currently, ECHO requires users’ passwords to have at
least 10 but no more than 40 characters; the password must contain at least three of the four types of characters:

1. Upper case letter
2. Lower case letter
3. Digit
4

Any other special characters such as “$”, “&”, “>”, “<”, etc.
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A regular user must provide the old password for security reasons.

Note: An admin user may change any other user’s password without providing the old password.
However, if the admin user changes his or her own password, the old password is still required.

Code Example 20. ChangeUserPassword transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<ChangeUserPasswordRequest>
<OldPassword>1welcomeG$T</OldPassword>
<NewPassword>newPassword3</NewPassword>
</ChangeUserPasswordRequest>

</UserAccountService>

4.2.15.1 Recall User Name

This transaction lets the user recall his or her username using the e-mail address specified in the username creation
process. The username will be sent to the e-mail address which the user specified in the transaction. If there are
multiple usernames associated with the e-mail address, all of the usernames will be sent to the user by ECHO mail
server.

Code Example 21.  Code Example ? RecallUsernameRequest

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE UserAccountService SYSTEM 'http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd'>
<UserAccountService>
<RecallUsernameRequest>
<EmailString>userl@abcUniversity.edu</FmailString>
</Recal lUsernameRequest>

</UserAccountService>

Code Example 22.  Code Example? RecallUsernameResponse

<?xml version="1.0" standalone="no" ?>
<!DOCTYPE UserAccountService SYSTEM 'http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd'>
<UserAccountService>
<RecallUsernameResponse>
<BooleanResult>
<BooleanResultType>
<REQUEST SUCCEEDED />
</BoolearResul tType>
</BooleanResult>
</RecallUsernameResponse>

</UserAccountService>
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Email Example :

From: echo@gst.com
To: userl @abcUniversity.edu

Subject: Your ECHO account username

Your username registered in ECHO is: gsfc_userl

4.2.15.2 Reset Password

If a user has forgotten his current password, he may ask ECHO to generate a new password. This new password is
then emailed to the user at a specified email address.

Code Example 23. Code Example X Reset User Password

<UserAccountService>
<ResetUserPasswordRequest>
<UserName>703-User</UserName>
<EmailString>yourname@xxx.yyy </EmailString>
</ResetUserPasswordRequest>

</UserAccountService>

Email Response Sent to User:

From: Echo System

Sent: Friday, November 04, 2005 3:13 PM
To: yourname@xxx.yyy

Subject: Notification of reset ECHO password

Your password in ECHO has been reset to: pF5La#yWnp%

We recommend you to change this password ASAP, or please contact ECHO operation team at
[echo@killians.gsfc.nasa.gov] for further assistance.

4.2.16 PresentOrderHistory

The order APIs in the User Account Service are used to track a user’s order history, pending orders and cancelled
orders. These APIs apply to orders that have been submitted. Only registered users can use these APIs since they
are in User Account Service.

This transaction enables a registered user to view detailed information about user orders that are in terminating order
states where orders are no longer pending. The terminating order states are SUBMITTED WITH EXCEPTIONS,
CANCELLED, CLOSED, or CLOSED WITH EXCEPTIONS.

Code Example 24.  PresentOrderHistory transaction (all).

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentOrderHistoryRequest/>

</UserAccountService>
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Code Example 25.  PresentOrderHistory transaction (specific).

<?xml version="1.0" encoding="UTEF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentOrderHistoryRequest>
<TerminatingOrderState>
<CLOSED/>
</TerminatingOrderState>
<TerminatingOrderState>
<CLOSED WITH EXCEPTIONS />
</TerminatingOrderState>
</PresentOrderHistoryRequest>

</UserAccountService>

4.2.17 PresentOrderHistorySummary
This transaction is similar to present order history except it just returns the order ID and order state.

Code Example 26.  PresentOrderHistorySummary transaction (all).

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd">

<UserAccountService>
<PresentOrderHistorySurmaryRequest/>

</UserAccountService>

Code Example 27.  PresentOrderHistorySummary transaction (specific).

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentOrderHistorySummaryRequest>
<TerminatingOrderState>
<CLOSED/>
</TerminatingOrderState>
<TerminatingOrderState>
<CLOSED WITH EXCEPTIONS />
</TerminatingOrderState>
</PresentOrderHistorySummaryRequest>

</UserAccountService>

4.2.18 PresentPendingOrders

This transaction enables a registered user to view detailed information about user orders that have been submitted
but are still pending. The pending order states are SUBMITTING, PROCESSING,
PROCESSING WITH_EXCEPTIONS, or CANCELLING.
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Code Example 28. PresentPendingOrder transaction (all).

<?xml version="1.0" encoding="UTE-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentPendingOrdersRequest />

</UserAccountService>

Code Example 29. PresentPendingOrder transaction (specific).

<?xml version="1.0" encoding="UTE-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentPendingOrdersRequest>
<PendingOrderState>
<SUBMITTING/>
</PendingOrderState>
<PendingOrderState>
<PROCESSING/>
</PendingOrderState>
</PresentPendingOrdersRequest>

</UserAccountService>

4.2.19 PresentPendingOrderSummary
This transaction is similar to present pending order except it just returns order ID and order state.

Code Example 30. PresentPendingOrderSummary transaction (all).

<?xml version="1.0" encoding="UTE-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentPendingOrderSummaryRequest />

</UserAccountService>

Code Example 31. PresentPendingOrderSummary transaction (specific).

<?xml version="1.0" encoding="UTE-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<PresentPendingOrderSummaryRequest>
<PendingOrderState>
<SUBMITTING/>
</PendingOrderState>
<PendingOrderState>
<PROCESSING/>
</PendingOrderState>
</PresentPendingOrderSunmaryRequest>

</UserAccountService>
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4.2.20 CancelOrder

The registered user may request cancellation of an order or a provider order that has been submitted and has not yet
been fulfilled. There may be a cost associated with canceling the order. Either a whole order can be specified (by the
first OrderID) or a specific provider order can be specified (by the ProviderOrderID). Specifying both OrderID and
ProviderOrderID at the CancelOrderRequest level will result in an error message.

Code Example 32.  CancelOrder transaction (specific).

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<CancelOrderRequest>
<ProviderOrderID>
<ProviderID>1111:0000000</ProviderID>
<OrderID>0000000</OrderID>
</ProviderOrderID>
</CancelOrderRequest>

</UserAccountService>

Code Example 33.  CancelOrder transaction (all).

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE UserAccountService PUBLIC "-//ECHO UserAccountService (v6.0)//EN"
"http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd™>

<UserAccountService>
<CancelOrderRequest>
<OrderID>0000000</OrderID>
</CancelOrderRequest>

</UserAccountService>

4.2.21 Authenticators

The following transactions enable a user to determine the authenticator recognized by a provider, and to create and
manage a list of authenticators for use with ordering data from specific providers.

Definitions:
AuthenticatorDefinition: The structure of an authenticator expected by a provider
AuthenticatorName: Name a user assigns to a particular authenticator

4.2.21.1 PresentAuthenticatorDefinition
This transaction enables a user to view the authenticator definition specified by the provider.

Code Example 34.  PresentAuthenticatorDefinition Request XML message

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE UserAccountService SYSTEM "http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd">
<UserAccountService>

<PresentAuthenticatorDefinitionRequest>
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<ProviderID>GSFCECS</ProviderID>
</PresentAuthenticatorDefinitionRequest>

</UserAccountService>

Code Example 35. Response XML message for PresentAuthenticatorDefinition

<?xml version="1.0"?>
<!DOCTYPE UserAccountService SYSTEM "http://api.echo.nasa.gov /echo/dtd/UserAccountService.dtd">
<UserAccountService>
<PresentAuthenticatorDefinitionResponse>
<BooleanResult>
<BooleanResultType>
<REQUEST SUCCEEDED/>
</BoolearResultType>
</BoolearResult>
<ProviderID>GSFCECS</ProviderID>
<Option>
<SimpleOption>
<Name>authenticator</Name>
<OptionCategory>AUTHENTICATOR SETTING</OptionCategory>
<Description>the authenticator string</Description>
<MinOccurs>0</MinOccurs>

<MaxOccurs>1</MaxOccurs>

<Encrypted>True</Encrypted>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</SimpleOption>
</Option>
</PresentAuthenticatorDefinitionResponse>

</UserAccountService>

4.2.21.2 CreateAuthenticator
This transaction enables a user to create an authenticator that matches a provider authenticator definition.

Code Example 36. CreateAuthenticator Request message:

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE UserAccountService SYSTEM "http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd">
<UserAccountService>
<CreateAuthenticatorRequest>

<ProviderID>GSFCECS</ProviderID>

<AuthenticatorName>MyGSFC auth</AuthenticatorName>

<OptionSelection>

<SimpleOptionSelection>

<OptionName>authenticator</OptionName>
<Value>b6a5d0c802262e6392d49ce9567c1677</Value>
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</SimpleOptionSelection>
</OptionSelection>
</CreateAuthenticatorRequest>

</UserAccountService>

4.2.21.3 PresentAuthenticator
This transaction enables a user to present an authenticator created by the user.

Code Example 37. PresentAuthenticator Request XML message

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE UserAccountService SYSTEM "http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd">
<UserAccountService>
<PresentAuthenticatorRequest>
<ProviderID>GSFCECS</ProviderID>
<AuthenticatorName>MyGSFC auth</AuthenticatorName>
</PresentAuthenticatorRequest>

</UserAccountService>

Code Example 38. Response XML message for PresentAuthenticator Request:

<?xml version="1.0" standalone="no"?>
<!DOCTYPE UserAccountService SYSTEM "http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd">
<UserAccountService>
<PresentAuthenticatorResponse>
<BooleanResult>
<BooleanResultType>
<REQUEST SUCCEEDED/>
</BoolearResultType>
</BoolearResul t>
<ProviderID>GSFCECS</ProviderID>
<AuthenticatorName>MyGSFC auth</AuthenticatorName>
<OptionSelection>
<SimpleOptionSelection>

<OptionName>authenticator</OptiorName>
<Value>b6a5d0c802262e6392d49ce9567c1677</Value>

</SimpleOptionSelection>
</OptionSelection>
</PresentAuthenticatorResponse>

</UserAccountService>

4.2.21.4 DeleteAuthenticator
This transaction enables a user to delete authenticators created by the user.

Code Example 39. DeleteAuthenticator Request XML message

<?xml version="1.0" encoding="UTF-8"?2>
<!DOCTYPE UserAccountService SYSTEM "http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd">

<UserAccountService>
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<DeleteAuthenticatorRequest>
<ProviderID>GSFCECS</ProviderID>
<AuthenticatorName>MyGSFC auth</AuthenticatorName>
</DeleteAuthenticatorRequest>

</UserAccountService>

4.2.21.5 UpdateAuthenticator
This transaction enables a user to update an authenticator created by the user.

Code Example 40. UpdateAuthenticator Request XML message

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE UserAccountService SYSTEM "http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd">
<UserAccountService>
<UpdateAuthenticatorRequest>

<ProviderID>GSFCECS</ProviderID>

<AuthenticatorName>MyGSFC auth</AuthenticatorName>

<OptionSelection>

<SimpleOptionSelection>

<OptionName>authenticator</OptiorName>
<Value>b6a5d0c802262e6392d49ce9567c1688</Value>

</SimpleOptionSelection>
</OptionSelection>
</UpdatePuthenticatorRequest>

</UserAccountService>

4.2.21.6 ListAuthenticatorNames
This transaction enables a user to list authenticators created by the user.

Code Example 41.  ListAuthenticatorNames Request XML message

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE UserAccountService SYSTEM "http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd">
<UserAccountService>
<ListAuthenticatorNamesRequest>
<ProviderID>GSFCECS</ProviderID>
</ListAuthenticatorNamesRequest>

</UserAccountService>

Code Example 42. Response XML message for ListAuthenticatorNames Request:

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE UserAccountService SYSTEM “http://api.echo.nasa.gov/echo/dtd/UserAccountService.dtd”>
<UserAccountService>
<ListAuthenticatorNamesResponse>
<BooleanResult>
<BooleanResultType>
<REQUEST SUCCEEDED/>
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</BoolearResul tType>

</BoolearResult>
<ProviderID>GSFC-TEST</ProviderID>
<AuthenticatorName>MyGSFC auth</AuthenticatorName>

</ListAuthenticatorNamesResponse>

</UserAccountService>

4.3 Error Messages
The following table gives the error messages associated with each transaction in the User Account Service.

Transaction

Add Address Information

Table 6: User Account Service error messages.

Error Message

This address already exists. Please add a new
one

Description

This error is returned when the
address already exists.

Update Address This address does not exist. This error is returned if the address

Information indicated for update does not exist.

Present Address <addressID> is not found. This error is returned when trying to

Information request for an address that does not
exist.

Delete Address <addressID> is not found. This error is returned when trying to

Information delete an address that does not

exist.

Add Phone Information

This phone number already exists. Please add a
new one

This error is returned when trying to
add a phone using a name that
already exists.

Update Phone This phone number does not exist. This error is returned when trying to
Information update a phone that does not exist.
Present Phone EJB Exception: : java.lang.NullPointerException This error is returned when

Information at... requesting for a phone using phone

name that does not exist.

Delete Phone Information

<phoneName> is not found.

This error is returned when trying to
delete a phone that does not exist.

Change User Password

The old password is incorrect.

This error is returned when entering
an incorrect current password for
password changing.

Recall User Name

Invalid e-mail address

A guest user uses an invalid e-mail
address to retrieve a username

no_username is found associated with specified email

A guest user uses a valid e-mail address

address user1@abcUniversity.edu

to retrieve a non-existing username
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Transaction

Error Message

Submission of the E-mail to address “xxx@yyy” failed
due to ECHO mail server errors, Please retry. [f this

Description

Email transmission fails at transmission
time. i.e. ECHO mail server has a

condition persists, please contact the ECHO operations

problem.

at echo@killians.gsfc.nasa.gov.”

Cancel Order

Unable to locate order <orderID>.

This error is returned when trying to
cancel an order that does not exist
for this user.

The provider <ProviderID> does not exist in the
order <OrderlD>.

This error is returned when the
provider ID indicated is not included
in the order referred by the order ID.

Cancellation of the order from
provider:<ProviderID> has already been rejected
by the provider.

This error is returned when trying to
again cancel an order that
cancellation on this order was
rejected by the provider once before.

Provider Order from <ProviderID> is in an invalid
state to be cancelled.

This error is returned when user
trying to cancel an order that is
placed in a state that cannot be
cancelled.

Set Option Selections

[<OptionName>] is not a valid property for the
item.

This error is returned when trying to
access an option that is not valid for
the item.

There is no property <ChildOption> defined for
the type: <ParentOption>

This error is returned when
submitting an invalid option
structure.

Create authenticator

"This authenticator [* + authenticatorName

+ "] already exists, please choose another
name"

This error is returned if the
authenticator name is already exist.

"The authenticator value that user is trying to set

This error is returned when the

does not match provider's authenticator
definition"

authenticator user created is not
valid against the provider's
authenticator definition.

Delete authenticator

"This authenticator [* + authenticatorName][i]

+ "] does not exist, please choose another
name"

This error is returned when user
deletes an authenticator with a
wrong authenticator name.

Update authenticator

"This authenticator [* + authenticatorName

+ "] does not exist, please choose another
name"

This error is returned when user
updates an authenticator with a
wrong authenticator name.

Present authenticator

"This authenticator [* + authenticatorName

+ "] does not exist, please choose another
name"

This error is returned when user
presents a authenticator with an

wrong name.
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5 Group Management Service

The Group Management Service is used to aggregate users together to form groups. Each group created within
ECHO has a specific owner. The owner has the option of managing the group or delegating management of the
group to one or more other registered users in the system. Any user can manage a group; the user does not have to
have the provider role. However, only users who have the provider role can create a group.

Group managers are the curators of the group and are responsible for maintaining the group's description, name,
membership and management roster. A manager has absolute control over all of the previous attributes of the
group. As such, a group's management team should be chosen carefully to prevent misuse.

The following conditions also apply:
1. The individual user should be a registered user.

2. The owner of the group needs to add himself as a manager before he can manage the group. Note: Adding
a user as the group manager does not make them a member of the group. So, if the group manager should
also have the privileges of the group, the AddMember transaction should be called for that user.

Groups also provide a communication mechanism. Any user in the ECHO system has the capability to contact a
group's management team. Similarly, any manager of a group has the capability to contact the group's members.
This could be useful for testers to inform their test team when to suspend testing.

The GroupManagementService provides a mechanism for aggregating users together. The groups created from this
service are used in the Data Management Service.

5.1 Transactions

5.1.1 ListGroups
The ListGroups transaction will display all the groups managed by the invoking user.

Code Example 43.  ListGroups transaction.

<?xml version="1.0" encoding="UTEF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<ListGroupsRequest/>
</GroupManagementService>

5.1.2 ListAllIGroups
The ListAllGroups transaction returns a list of all the group names that exist in the system.

Code Example 44.  ListAllGroups transaction.

<?xml version="1.0" encoding="UTEF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<ListAllGroupsRequest></ListAllGroupsRequest>

</GroupManagementService>

ECHO Users’ Guide 38 To accompany ECHO Release 7.0



5.1.3 PresentGrouplnformation
The PresentGroupInformation transaction displays a group's name, description, and its list of managers.

Code Example 45.  PresentGroupInformation transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<PresentGroupInformationRequest>
<GroupName>Groupl </GroupName>
</PresentGroupInformationRequest>
</GroupManagementService>

5.1.4 CreateGroup

The example below creates a group named '"MODIS QA' and identifies Testerl as the manager of the group. It is
important to note that group names must be globally unique. Providers that create groups should therefore be
judicious in the names they select.

Code Example 46.  CreateGroup transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<CreateGroupRequest>
<GroupInformation>
<GroupName>MODIS QA</GroupName>
<description>
Test team assembled to test MODIS metadata.
</description>
<GroupManager>
<UserName>Testerl</UserName>
</GroupManager>
</GroupInformation>
</CreateGroupRequest>
</GroupManagementService>

5.1.5 UpdateGroupinformation
The UpdateGroupInformation transaction can be used to update a group’s description as well as its entire

management team. Although we provide AddManager and RemoveManager transactions for granular control of the
group's management team, the UpdateGroupInformation transaction is used to completely re-write the management

team. This might be useful if a group managed by contractors from one company is handed over to another
company for management.

Code Example 47. UpdateGroupInformation transaction.
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<?xml version="1.0" encoding="UTEF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<UpdateGroupInformationRequest>
<GroupInformation>
<GroupName>MODIS QA</GroupName>
<description>
Test team assembled to test MODIS metadata
</description>
<GroupManager>
<UserName>Tester2</UserName>
</GroupManager>
</GroupInformation>
</UpdateGroupInformationRequest>
</GroupManagementService>

In the above example, the description of the group has changed to indicate a change in the team handling MODIS
metadata testing. Similarly, Tester2 is the exclusive manager of the group. After this transaction is invoked,
Tester] is no longer a manager of the ' MODIS QA' group. If Tester] attempts to invoke a transaction against
'MODIS QA' that requires management privileges they will be rejected.

5.1.6 RenameGroup

The RenameGroup transaction will rename a group. The system will send an e-mail to all group members about the
change if Notify is true.

Code Example 48. RenameGroup transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<RenameGroupRequest>
<0ldGroupName>Groupl </01dGroupName>
<NewGroupName>Group2</NewGroupName>
<Noti fy>true</Notify>
</RenameGroupRequest>
</GroupManagementService>

5.1.7 DestroyGroup

This transaction disbands a group. The system will send an e-mail to all group managers and members if Notify is
true.

Code Example 49.  DestroyGroup transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<DestroyGroupRequest>
<GroupName>Groupl</GroupName>
<Notify>true</Notify>
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</DestroyGroupRequest>
</GroupManagementService>

5.1.8 ListMembers

The ListMembers transaction will list all the members of a group. Managers are not included in the list unless they
have been added as group members also.

Code Example 50. ListMembers transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api .echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<ListMembersRequest>
<GroupName>Groupl </GroupName>
</ListMembersRequest>

</GroupManagementService>

5.1.9 AddMember

The AddMember transaction will add a member to the group. The system will send an e-mail to the newly-added
member if Notify is true.

Code Example 51. AddMember transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<AddMemberRequest>
<GroupName>Groupl</GroupName>
<UserName>bi 11g</UserName>
<Notify>true</Notify>
</AddMemberRequest>
</GroupManagementService>

5.1.10 ContactMembers

In addition to aggregating users, groups provide a communication mechanism. Any user in the ECHO system has
the capability to contact a group's management team. Similarly, any manager of a group has the capability to
contact the group's members. This could be useful for testers to inform their test team when to suspend testing.

Code Example 52. ContactMembers transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<ContactMembersRequest>
<GroupName>MODIS QA</GroupName>
<GroupMessage>
MessageFormat> <TXT/> </MessageFormat>
<payload>

Test Team-
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Stop testing on Friday at 5pm and resume testing Monday morning
at 8am. We will have a meeting at noon on Monday to discuss progress.
Have a great weekend!
- Your Boss
</payload>
</GroupMessage>
</ContactMerbersRequest>
</GroupManagementService>

The example above covers the ContactMembers transaction. This transaction can only be invoked by a group
manager and is used to relay important information to the group’s membership roster. The only supported
MessageFormat is TXT.

5.1.11 IsMember
The IsMember transaction checks if a user is a member of the specified group.

Code Example 53. IsMember transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<IsMemberRequest>
<GroupName>Groupl </GroupName>
<UserName>billg</UserName>
</IsMenberRequest>
</GroupManagementService>

5.1.12 RemoveMember

This transaction removes a member from a group. The system will send an e-mail to the removed member if Notify
is true.

Code Example 54. RemoveMember transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<RemoveMemberRequest>
<GroupName>Groupl </GroupName>
<UserName>1inust</UserName>
<Notify>true</Notify>
</RemoveMerberRequest>
</GroupManagementService>

5.1.13 RemoveAllMembers

This transaction removes all members from a group. The list of managers is not affected, so if a member was both a
member and a manager, that member will still be a member after this transaction is completed. The system will
send an e-mail to all removed members if Notify is true.
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Code Example 55. RemoveAllMembers transaction.

<?xml version="1.0" encoding="UTEF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<RemoveAl 1MembersRequest>
<GroupName>Groupl </GroupName>
<Notify>true</Notify>
</RemoveAl 1MenbersRequest>

</GroupManagementService>

5.1.14 ListManagers
The ListManagers transaction lists all the managers of a group.

Code Example 56.  ListManagers transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<ListManagersRequest>
<GroupName>Groupl</GroupName>
</ListManagersRequest>

</GroupManagementService>

5.1.15 AddManager

This transaction adds a manager to the group. The new manager is not required to be a member of the group. To
add a manager to the list of members of a group, use the AddMember transaction (see Section 5.1.9). The system
will send an e-mail to the new manager if Notify is true.

Code Example 57. AddManager transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<AddManagerRequest>
<GroupName>Groupl</GroupName>
<UserName>billg</UserName>
<Notify>true</Notify>
</AddVanagerRequest>
</GroupManagementService>

5.1.16 ContactManagers

This transaction is used to send a message to a group’s managers. Unlike the ContactMembers transaction, any user
in the ECHO system may invoke the ContactManagers transaction. This could be used by a user who wishes to
become a member of a group and would like to open a dialog with the management team of that group.

Code Example 58.  ContactManagers transaction.
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<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<ContactManagersRequest>
<GroupName>Groupl</GroupName>
<GroupMessage>
<MessageFormat>
<TXT/>
</MessageFormat>
<payload>I want to join your group.</payload>
</GroupMessage>
</ContactManagersRequest>

</GroupManagementService>

5.1.17 RemoveManager

The RemoveManager transaction removes a manager from a group. A manager cannot be removed if that person is

the group’s only manager.

Code Example 59. RemoveManager transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE GroupManagementService PUBLIC "-//ECHO GroupManagementService (v6.0)// EN"
"http://api.echo.nasa.gov/echo/dtd/GroupManagement Service.dtd">

<GroupManagementService>
<RemoveManagerRequest>
<GroupName>Group</GroupName>
<UserName>stinky2</UserName>
<Noti fy>true</Notify>
</RemoveManagerRequest>

</GroupManagementService>

5.2 Error Messages

All errors caused by invoking transactions within the Group Management Service result in a rollback condition.
That is, if you pass N groups to the CreateGroup transaction, and ECHO fails to create the Nth group, no groups are
created. This behavior is consistent with the rest of the ECHO system. The GroupManagementService is available
for use by providers and users. Guests are not permitted to invoke any transaction in the service.

The following table gives the possible error messages associated with each transaction within the Group

Management Service.
Table 7: GMS error messages.
Transaction Error Message

AddManager Group specified does not exist.
AddMember
ContactManagers
ContactMembers
DestroyGroup
IsMember
ListManagers
ListMembers

Description

The user specified a group that does not
exist.
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Transaction

PresentGrouplnformation
RemoveAllMembers

Error Message

Description

RemoveManager
RemoveMember
RenameGroup
UpdateGrouplnformation
AddManager User’ <username>’ is not a manager of a group. The user that invoked the transaction is
AddMember Only group managers can add other group not a manager of the group.
RemoveManager managers.
RemoveMember
RenameGroup
UpdateGrouplnformation
AddManager User specified does not exist. The user specified a user that does not
AddMember exist.
RemoveManager
RemoveMember
AddManager User specified is already a manager. The user specified a user that is already
AddMember a manager.
ContactManagers No message was present. The user specified a blank message.
ContactMembers
CreateGroup Only providers are able to create groups. The user that invoked the transaction
was a regular user (and a provider is the
only person permitted to invoke this
transaction).
Manager specified does not exist. The user specified a Manager that does
not exist.
<The missing item> was not specified. The user specified a blank name,
Cause, or manager username.
A group with the name <the name> already exists. The user specified a group name that is
already in use.
RenameGroup The new group name is already in use. The ‘NewGroup’ specified already

exists.

Group specified does not exist.

The ‘OldGroup’ specified does not exist.

UpdateGrouplnformation

Group specified does not have a description.

The user specified a blank description.

The user specified does not exist.

The user specified manager(s) that do
not exist.

DestroyGroup Only managers of a group are permitted to destroy The user invoking the transaction is not
the group (and you are not a manager of this group). | a manager of the group.
IsMember User does not exist in the system. The user specified a user that does not
exist.
ListMembers Only managers of a group are permitted to list the The user invoking the transaction is not

group’s members (and you are not a manager of this
group).

a manager of the group.
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Transaction

RemoveAllMembers

Error Message

You are not a manager of the group.

Description

The user invoking the transaction is not
a manager of the group.

RemoveManager

User specified is not a manager.

The user specified a user that is not a
manager.
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6 Client Interface

This section describes the Client Partner API, which allows for various client types including user-interactive,
metadata harvesting and other batch processing. Most ECHO clients provide access to ECHO's Earth Science
metadata and browse catalog and order broker, while other client objectives exist such as Data Partner facilitation
and metrics collection. Client Partner APIs can be found on the ECHO Web site and are described in the following
sections.

6.1 Catalog Service

This service allows users to query ECHO's metadata clearinghouse that contains catalog items such as data sets
(“collections”) and granules. For example, ECHO allows users to search on

¢  Campaign or project (e.g., TRMM, IAA Environmental Program)
¢ Data set
¢ Date
* Sensor (e.g., Acoustic Sounders, CO2 Analyzers)
*  Source or platform (e.g., Aircraft, TERRA, Apollo, Gravity Stations)
*  Geographic area
* Time periods
The query is written in the IIMS Alternative Query Language (AQL).

This service also supports the storage and execution of named queries and the storage of named results.
6.1.1  Transactions

6.1.1.1 ExplainCollection

This transaction is not yet implemented.

6.1.1.2 ListSavedQueries

This message is used to request a list of the names of the saved queries. Guests do not have access to this
transaction.

6.1.1.3 ListSavedResultSets

This message is used to request a list of the names of the saved result sets. Guests do not have access to this
transaction.

Code Example 60. List Saved ResultSets transaction.

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<!—— Description: Lists saved result sets. —>
<CatalogService>
<ListSavedResul tSetsRequest/>
</CatalogService>

6.1.1.4 Present

To retrieve the results of a previously executed query to ECHO, the Present transaction of the CatalogService should
be used to send a PresentRequest XML message to ECHO. This message mainly consists of the ResultSetID that is
returned as part of the response to the previously executed query and the results presentation specification.
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The following is a sample PresentRequest message to return results from a search for granules. Note that the
ResultSetID value should match the value you get from the QueryResponse message.

Code Example 61. Present API transaction.

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<CatalogService>
<PresentRequest>
<ResultSetID>RU315021139942533963</ResultSetID>
<PresentationDescription>
<TupleType>
<attributeName>GranuleUR</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>
<TupleType>
<attributeName>GranuleVersionId</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>
<TupleType>
<attributeName>sizeMBDataGranule</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>
<TupleType>
<attributeName>price</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>
<TupleType>
<attributeName>ECHOI temId</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>

<TupleType>
<attributeName>RangeBeginningDate</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>

<TupleType>
<attributeName>ShortName</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
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</TupleType>

<TupleType>
<attributeName>DayNightFlag</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>

<TupleType>
<attributeName>ECHOInsertDate</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>

<TupleType>
<attributeName>Sensor</attributeName>
<PrimitiveTypeName>
<String/>
</PrimitiveTypeName>
</TupleType>

<DIDType>
<ECHO/>
</DIDIype>

</PresentationDescription>
<IteratorSize>5</IteratorSize>

<Cursor>1</Cursor>

</PresentRequest>
</CatalogService>

ResultSetID specifies the result set that should be presented. For registered users the last executed query-result
could be from a previous session. For guests, the ResultSetID must be from the same session. This field is a
mandatory field. Nominally, a result set is only available until the next query is performed. A client program can

explicitly save the result set for later reference if it will be needed.

6.1.1.4.1

Query Results Presentation Specification

The result presentation specification can be used to specify the subset of the information that should be returned as a
result of a query. The description below is applicable to both PresentRequest message and QueryRequest when
requesting results as part of QueryResponse message.

The following elements are used to specify the format and content of the results of a query:

MessageFormat. Specifies the format of the results. It takes values XML, HTML, TXT. Currently ECHO

only supports XML.

Cursor. Specifies the first record to be returned. (e.g., a value of 5 will return results starting from the 5th

record. If none is specified it defaults to 1).

IteratorSize. Specifies the number of results to be returned. (e.g., a value of 10 combined with the Cursor
value of 5 will return results 5 through 14. For one transaction, the maximum number of results able to be

returned is 2000).

PresentationDescription. Defines the format of the results. It is divided into 3 parts. DTDType and
TupleTypes and PredefinedPresentationType. The DTDType defines the structure of the results. In case of
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XML MessageFormat, DTDType is used to specify that the XML results are to be returned in accordance
to what DTD. The DTDType defaults to <ECHO/>.

The other elements SortField, QueryScope, CollectionName, and CatalogEntryType have been added for possible

future requirements, but they are not currently implemented.

6.1.1.4.2  PresentationDescription

The two parts in the PresentationDescription together determine the XML that is returned. As mentioned above the
DTDType determines the DTD the results will conform to.

The DTDs for granules and collections are separate to eliminate any inconsistencies due to overlapping elements
with different definitions.

The DTD for granules is located at http://api.echo.nasa.gov/echo/dtd/ ECHOGranuleResults.dtd

The DTD for collections is located at http://api.echo.nasa.gov/echo/dtd/ECHOCollectionResults.dtd

If the TupleType elements are not specified, all the elements that can be returned for the specified DTDType will be
returned. This may be time and resource consuming. If not all the elements are required, then a subset of these
elements can be specified in the TupleTypes and only those will be returned.

TupleType takes the name of the result attribute (element) in the attributeName element. It also has an element
PrimitiveTypeName that specifies the data type of the attribute. Currently, PrimitiveTypeName is ignored.

The list of possible result attributes (elements) that can be specified in TupleTypes depends on the DTD to which the
results will conform. For example, if the results conform to the DTD for granules listed above then the elements that
can be specified are only all XML elements defined in this DTD under and including GranuletURMetaData.

Whatever element is specified in the TupleType, all the elements under it in the hierarchy will also be returned in the
results. For example, if Platform is specified, Platform, PlatformShortName, Instrument, InstrumentShortName,
Sensor, SensorShortName, SensorCharacteristitcs, SensorCharacteristicName, SensorCharacteristicValue and
OperationMode, will also be returned.

If only Sensor is specified, then all the key elements above it in the hierarchy — InstrumentShortName, Instrument,
PlatformShortName and Platform, GranuleUR and GranuleURMetaData — will also be returned. This is to ensure
that the data is identified correctly.

Please note for spatial information BoundingBox, Polygon etc., CANNOT be used in the TupleType. Only the
element enclosing the spatial bounding rectangle/polygon can be specified in the TupleType. For example, for
ECHO format results for Granules, HorizontalSpatialDomainContainer should be specified to get spatial
information.

The spatial elements identified in the following table cannot be specified as TupleTypes:

Table 8: Spatial elements that cannot be specified as TupleTypes.

Point Circle BoundingRectangle
GPolygon Polygon PointLongitude
PointLatitude CenterLatitude CenterLongitude

Radius WestBoundingCoordinate NorthBoundingCoordinate
EastBoundingCoordinate SouthBoundingCoordinate ~ Boundary

ExclusiveZone SinglePolygon MutiPolygon

OutRing InnerRing

Specifying GranuleURMetaData as a TupleType to be returned is equivalent to not specifying any TupleTypes, as
the result is the same as returning all the elements in the result DTD.
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PredefinedPresentationType is not currently implemented. It will be used in the future to specify an ECHO defined
name that represents a predetermined set of TupleTypes. Currently this field is ignored.

If PresentationDescription is not specified at all, it defaults to DTDType to be <ECHO/> and no TupleTypes.

An example QueryRequest with nothing specified for PresentationDescription (taking default values) and its
response with results follows. Note that the actual result string is embedded in a wrapper XML message within a
CDATA field, so that even though it looks like XML, it will have to be extracted in order to parse it as XML. This
is done to accommodate non-XML return formats.

Code Example 62.  QueryRequest with default PresentationDescription.

<?xml version="1.0" encoding="UTEF-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<CatalogService>
<QueryRequest>
<QueryExpression>
<query>
<! [CDATA[

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE query PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/IIMSAQIQuerylanguage.dtd">
<query>
<for value="granules"/>
<dataCenterId>
<value>ORNL TS1</value>
</dataCenterId>
<where>
<granuleCondition>
<dataSetId><textPattern>'%$SATS'</textPattern></dataSetId>
</granuleCondition>
</where>

</query>

11>

</query>
<namespace>none</namespace>
<QuerylLanguage>
<TIMSAQL/>
</QueryLanguage>
</QueryExpression>
<ResultType>
<RESULTS/>
</ResultType>
<IteratorSize>2</IteratorSize>
</QueryRequest>
</CatalogService>

Code Example 63. Query response.

<?xml version="1.0" standalone="no"?>

<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
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<CatalogService>
<QueryResponse>
<BooleanResult>
<BooleanResultType>
<REQUEST SUCCEEDED/>
</BooleanResul tType>
</BooleanResul t>
<ReturnData>
<MessageFormat>
<XML/>
</MessageFormat>
<payload>
<! [CDRTA[
<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE results PUBLIC "-//ECHO results (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/ECHOGranuleResults.dtd">
<results>
<provider name='ORNL TS1'>
<result itemId=’'G712283-ORNL’ number="'1"'>
<GranuleURMetaData>
<ECHOItemId>G71283-ORNL TS1</ECHOItemId>
<GranuleUR>BOREAS RADARSAT.data readme</GranuleUR>
<ECHOInsertDate>2001-05-15 16:59:37.0</ECHOInsertDate>
<ECHOLastUpdate>2001-05-15 16:59:46.0</ECHOLastUpdate>
<GranuleShortName>data readme</GranuleShortName>
<AccessConstraint>PUBLIC</AccessConstraint>
<CollectionMetaData>
<ShortName>BOREAS RADARSAT IMAGES CD-ROM</ShortName>
<VersionID>0</VersionID>
<DataSetId>BOREAS RADARSAT IMAGES CD-ROM</DataSetId>
</CollectionMetaData>
<DataCGranule>
<SizeMBDataGranule>66</SizeMBDataGranule>
</DataGranule>
<SpatialDomainContainer>
<HorizontalSpatialDamainContainer>
<BoundingRectangle>
<WestBoundingCoordinate>-111</WestBoundingCoordinate>
<NorthBoundingCoordinate>60</NorthBoundingCoordinate>
<EastBoundingCoordinate>-93</EastBoundingCoordinate>
<SouthBoundingCoordinate>49</SouthBoundingCoordinate>
</BoundingRectangle>
</HorizontalSpatialDomainContainer>
</SpatialDomainContainer>
<MeasuredParameter>
<MeasuredParameterContainer>
<ParameterName>RADAR BACKSCATTER</ParameterName>
</MeasuredParameterContainer>
</MeasuredParameter>
<StorageMediumClass>
<StorageMedium>On-Line</StorageMedium>
</StorageMediumClass>
<Platform>
<PlatformShortName>RADARSAT-1</Plat formShortName>
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<Instrument>
<InstrumentShortName>SAR</InstrumentShortName>
<Sensor>
<SensorShortName>SAR</SensorShortName>
</Sensor>
</Instrument>
</Platform>
<Campaign>
<CampaignShortName>BOREAS</CampaignShortName>
</Campaign>
<Contact>
<Role>User Services Office</Role>
<ContactOrganizationName>CRNL DAAC User Services Office</ContactOrganizationName>
<ContactOrganizationAddress>
<StreetAddress>Oak Ridge National Laboratory, P.O. Box 2008, MS 6407</StreetAddress>
<City>Oak Ridge</City>
<StateProvince>Tennessee</StateProvince>
<PostalCode>37831-6407</PostalCode>
<Country>USA</Country>
</ContactOrganizationAddress>
<OrganizationTelephone>
<TelephoneNumber>+1 (865) 241-3952</TelephoneNurer>
<TelephoneType>Telephone</TelephoneType>
</OrganizationTelephone>
<Organizationkmail>
<ElectronicMailAddress>ornldaac@ornl .gov</ElectronicMailAddress>
</OrganizationEmail>
</Contact>
<OnlineAccessURL>http://daac.oml.gov/boreas/GRAB BAG/radarsat/data/data readme</OnlineAccessURL>
</GranuleURMetaData>
</result>

<result number='2"' itemId='G108456-ORNL TS1'>
<GranuleURMetaData>

<ECHOItemId> G108456-ORNL TS1</ECHOItemId>
<GranuleUR>FIFE SAT AVHR.7034fife.avh</GranuleUR>
<ECHOInsertDate>2001-05-15 22:51:57.0</ECHOInsertDate>
<ECHOLastUpdate>2001-05-15 22:52:05.0</ECHOLastUpdate>
<GranuleShortName>7034f1 fe.avh</GranuleShortName>
<AccessConstraint>PUBLIC</AccessConstraint>
<CollectionMetaData>

<ShortName>SATELLITE AVHRR EXTRACTED DATA (FIFE)</ShortName>

<VersionID>0</VersionID>

<DataSetId>SATELLITE AVHRR EXTRACTED DATA (FIFE)</DataSetId>
</CollectionMetabData>
<DataCGranule>

<SizeMBDataGranule>10000</SizeMBDataGranule>
</DataGranule>
<SpatialDomainContainer>

<HorizontalSpatialDamainContainer>

<BoundingRectangle>
<WestBoundingCoordinate>-96.625</WestBoundingCoordinate>
<NorthBoundingCoordinate>39.125</NorthBoundingCoordinate>
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<FastBoundingCoordinate>-96.625</EastBoundingCoordinate>
<SouthBoundingCoordinate>39.125</SouthBoundingCoordinate>
</BoundingRectangle>
</HorizontalSpatialDomainContainer>
</SpatialDomainContainer>
<MeasuredParameter>
<MeasuredParameterContainer>
<ParameterName>IRRADIANCE REFLECTANCE</ParameterName>
</MeasuredParameterContainer>
</MeasuredParameter>
<StorageMediumClass>
<StorageMedium>On-Line</StorageMedium>
</StorageMediumClass>
<Platform>
<PlatformShortName>NOAA-9 NOAA-10 NOAA-11</PlatformShortName>
<Instrument>
<InstrumentShortName>AVHRR</InstrumentShortName>
<Sensor>
<SensorShortName>AVHRR</ SensorShortName>
</Sensor>
</Instrument>
</Platform>
<Campaign>
<CampaignShortName>FIFE</CampaignShortName>
</Campaign>
<Contact>
<Role>User Services Office</Role>
<ContactOrganizationName>ORNL DAAC User Services Office</ContactOrganizationName>
<ContactOrganizationAddress>

<StreetAddress>Oak Ridge National Laboratory, P.0O. Box 2008, MS
6407</StreetAddress>

<City>Oak Ridge</City>
<StateProvince>Tennessee</StateProvince>
<PostalCode>37831-6407</PostalCode>
<Country>USA</Country>
</ContactOrganizationAddress>
<OrganizationTelephone>
<TelephoneNurber>+1 (865) 241-3952</TelephoneNumber>
<TelephoneType>Telephone</TelephoneType>
</OrganizationTelephone>
<Organizationkmail>
<ElectronicMailAddress>ornldaac@ornl .gov</ElectronidvailAddress>
</OrganizationFmail>
</Contact>
<OnlineAccessURL>http://daac.oml.gov/fife 1/data/sat cbs/sat avhr/y1987/7034fife.avh</OnlineAccessURL>
</GranuleURMetaData>
</result>
</provider>
</results>]]>
</payload>
</ReturnbData>
<RequestID>RGuest7213396921014333628487</Request ID>
<ResultSetID>RGuest7213396921014333628487</ResultSetID>
<ResultType>
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<RESULTS/>
</ResultType>
<Status>
<SUCCESS RESULTS AVATLABLE/>
</Status>
<Hits>85</Hits>
<Cursor>3</Cursor>
</QueryResponse>
</CatalogService>

The DTD for the result (as noted in the XML itself) is located at:
http://api.echo.nasa.gov/echo/dtd/ECHOGranuleResults.dtd

The root element, <results> begins every result XML document. The results are grouped per provider. Hence the
element under result is provider with an attribute name that specifies the name of the provider.

6.1.1.5 GetMetadata

Users have flexibility of getting metadata information without providing a resultSetID that was obtained from the
previous Query API transaction. Instead, by specifying the ECHOItemIDs directly, users can get the metadata
information through GetMetadata API transaction. The parameters that are required to perform the GetMetadata are
Itemld, MessageFormat and PresentationDescription, which have been described in the Present API section. One
restriction in using this transaction is that users have to make sure all of the item ids have the same data type, either
COLLECION or GRANULE, otherwise an exception will be thrown to state which item id has a problem with the
data type.

Code Example 64. GetMetadata API transaction.

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://partner—
test.echo.eosdis.nasa.gov:6600/echo/dtd/CatalogService.dtd">

<CatalogService>
<GetMetadataRequest>
<ItemID>C4380965-0PS 606AT2</ItemID>
<PresentationDescription>
<TupleType>
<attributeName>Sensor</attributeName>
<PrimitiveTypeName>
<String></String>
</PrimitiveTypeName>
</TupleType>
<TupleType>
<attributeName>Campaign</attributeName>
<PrimitiveTypeName>
<String></String>
</PrimitiveTypeName>
</TupleType>
<DIDType>
<ECHO></ECHO>
</DIDType>
</PresentationDescription>
</GetMetadataRequest>
</CatalogService>
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Code Example 65. Get Metadata Response message.

<?xml version="1.0" standalone="no"?>
<!DOCTYPE CatalogService SYSTEM "http://partner—test.echo.eosdis.nasa.gov:6600/echo/dtd/CatalogService.dtd">
<CatalogService>
<GetMetadataResponse>
<BooleanResult>
<BooleanResul tType><REQUEST SUCCEEDED/></BooleanResultType>
</BooleanResul t>
<ReturnData>
MessageFormat><XML/></MessageFormat>
<payload><! [CDATA[
<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE results SYSTEM "http://partner—test.echo.eosdis.nasa.gov:6600/echo/dtd/ECHOCol lectionResults.dtd">
<results>
<provider name='OPS 606AT2'>
<result itemId='C4380965-OPS GOGAT2'>
<CollectionMetaData>
<ECHOItemId>C4380965-0PS 606AT2</ECHOItemId>
<DataSetId>GFCTestMODIS/Terra Raw Radiances in Counts 5-Min L1A Swath V042</DataSetId>
<Platform>
<PlatformShortName>Terra</Plat formShortName>
<Instrument>
<InstrumentShortName>MODIS</InstrumentShortName>
<Sensor>
<SensorShortName>MODIS</SensorShortName>
<SensorLongName>Cross-track Scanning Radiometer</SensorLongName>
<SensorTechnique>Radiometry</SensorTechnique>
</Sensor>
</Instrument>
</Platform>
</CollectionMetaData>
</result>
</provider>
</results>]]>
</payload>
</Returnbata>
</GetMetadataResponse>
</CatalogService>

6.1.1.6  Query

The query must be specified as text under the <query> element in IMSAQL query language and must conform to

the IMSAQLQueryLanguage.dtd in accordance with the IMSAQL specification in the section on Alternative

Query Language.

Note: The actual query (in IIMSAQL) is enclosed in the CDATA section in the QueryRequest message and hence a
parser that is validating the QueryRequest message will not validate it. The query enclosed in

the CDATA section should first be validated by itself against the
IIMSAQLQueryLanguage.dtd before inserting it into the QueryRequest message.

The presentation portion is split into 2 areas. The first is specified by the ReturnType element that takes the values:
RESULTS, RESULT_SET ID, HITS, ITEM_IDS, NUMBER _OF RESULTS. It also takes the value VALIDATE
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but it is not currently implemented and may be deprecated in the future. This is related to the kind of response
required to the QueryRequest message.

RESULTS. Implies that the results should be returned as part of the response to the query request. When using this
option, the rest of the details regarding presentation must be specified in the QueryRequest message. In addition, a

key (ResultSetID) is also returned for subsequent retrievals of results in case all the results were not returned by the
query response.

Code Example 66. Query Request transaction.

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<CatalogService>
<QueryRequest>
<QueryExpression>
<query>
<! [CDRTA[
. JIIMSAQL query goes here..
11>
</query>
<namespace>none</namespace>
<QueryLanguage>
<TIMSAQL/>
</Querylanguage>
</QueryExpression>
<ResultType>
<RESULTS/>
</ResultType>
<IteratorSize>10</IteratorSize>
<Cursor>1</Cursor>
<PresentationDescription>
<TupleType>
<attributeName>Platform</attributeName>
<PrimitiveTypeName><Integer/></PrimitiveTypeName>
</TupleType>
<TupleType>
<attributeName>SensorShortName</attributeName>
<PrimitiveTypeName><String/></PrimitiveTypeName>
</TupleType>
. more TupleType specification ...
<DIDType>
<ECHO/>
</DIDType>
</PresentationDescription>
</QueryRequest>
</CatalogService>

The query must be specified as text under the <query> element in IMSAQL query language and must conform to
the IMSAQLQueryLanguage.dtd in accordance with the IMSAQL specification in the section on Alternative
Query Language.

Note: The actual query (in IIMSAQL) is enclosed in the CDATA section in the QueryRequest
message and hence a parser that is validating the QueryRequest message will not validate it. The
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query enclosed in the CDATA section should first be validated by itself against the
IIMSAQLQueryLanguage.dtd before inserting it into the QueryRequest message.

The presentation portion is split into 2 areas. The first is the response to the QueryRequest message. This is specified
by the ResultType element that can take the following values:

RESULTS. Specifies that the results of the query should be returned as part of the response to the query
request. When using this option, the rest of the details regarding presentation must be specified in the
QueryRequest message. In addition, a key (ResultSetID) is also returned for subsequent retrievals of results
in case all the results were not returned by the query response.

RESULT_SET_ID. Specifies that the response should return only a key (ResultSetID). A result set is
generated, but no results are returned. Results must be subsequently retrieved using the Present transaction.

HITS. Specifies that the number of records in a result set be returned in addition to RESULT SET ID. A
result set is generated but no results are returned. Results must be subsequently retrieved using the Present
transaction.

ITEM_IDS. Specifies that the matched item ids and total number if item ids should be returned to the user
directly. (Note: No result set ID is returned since results are not persisted in the system nor are they used to
provide a stateless version of the Query transaction.) This implies that no RESULT is created within
ECHO to store the results of the query. All the Ids of the granules/collections that satisfy the query are
returned to the client. It is the client’s responsibility to request the metadata for each individual
granule/collection using the GetMetadata transaction discussed later.

COUNTS - Specifies that only the number of records in a result set be returned. The actual result set,
however, is not created and stored within ECHO. Because there is no saving of the result set, this function
will run faster than the other ResultTypes. This result type is recommended for queries only for the
number of data matched.

Note: VALIDATE is an element that is not currently implemented and may be deprecated in the
future.

The second area is applicable for QueryRequest message only if the results (part or all) are to be returned as part of
the response to the QueryRequest message (by setting the ReturnType to RESULTS). This area is also used in the
PresentRequest message; it is discussed in the Result Specification Section.

Code Example 67. Query Request message from “BOREAS” campaign.

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<!—— Description: Query ORNL data for granules from 'BOREAS' campaign. ——>
<CatalogService>
<QueryRequest>
<QueryExpression>
<query>
<! [CDATA[
<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE query PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/IIMSAQIQuerylanguage.dtd">
<!—— Search ORNL for granules fram BOREAS campaign ——>
<query>
<for value="granules"/>
<dataCenterId>
<value>ORNL TS1</value>
</dataCenterId>
<where>
<granuleCondition>
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<CarmpaignShortName><value>'Boreas '</value></CampaignShortName>
</granuleCondition>
</where>
</query>
11>
</query>
<namespace>none</namespace>
<QueryLanguage>
<IIMSAQL/>
</QueryLanguage>
</QueryExpression>
<ResultType>
<RESULT SET ID/>
</Resul tType>
</QueryRequest>
</CatalogService>

Code Example 68. Query Request where NUMBER_OF_RESULTS are requested

<?xml version="1.0" encoding="UTE-8"?>

<!DOCTYPE CatalogService SYSTEM "http://localhost:7001/echo/dtd/CatalogService.dtd">

<CatalogService>
<QueryRequest>
<QueryExpression>
<query><![CDATA[

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE query SYSTEM
"http://localhost:7001/echo/dtd/IIMSAQLQueryLanguage . dtd">
<query>
<for value="granules"/>
<dataCenterId>
<value>GSFC-TEST</value>
</dataCenterId>
<where>
<granuleCondition>
<measuredParameters operator="AND">
<measuredParameter>
<measuredParameterName>'EV 1KM RefSB'</measuredParameterName>
<operationalQualityFlag>
<value>'Passed'</value>
</operationalQualityFlag>
<QAPercentOutOfBoundsData>
<range lower='30' upper='40"'/>
</QAPercentOutOfBoundsData>

</measuredParameter>
<measuredParameter>

<measuredParameterName>'EV 1KM RefSB'</measuredParameterName>
<operationalQualityFlag>
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<value>'Passed'</value>
</operationalQualityFlag>
<QAPercentOutOfBoundsData>
<range lower='39' upper='50"'/>
</QAPercentOutOfBoundsData>
</measuredParameter>

</measuredParaneters>

</granuleCondition>
</where>
</query>
11></query>
<namespace>none</namespace>
<QueryLanguage>
<IIMSAQL/>
</QueryLanguage>
</QueryExpression>
<ResultType>
<NUMBER OF RESULTS/>
</Resul tType>
</QueryRequest>
</CatalogService>

6.1.1.7  PresentSavedQuery

This message is used to return the details of a query that has been saved. Guests do not have access to this
transaction.

Code Example 69. PresentSavedQuery transaction.

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<!—— Description: Lists saved result sets. ——>
<CatalogService>
<PresentSavedQueryRequest>
<QueryName>mgl</QueryName>
</PresentSavedQueryRequest>
</CatalogService>

6.1.1.8 RemoveSavedQuery
This message is used to remove a saved query. This transaction is not available to Guests.

Code Example 70. RemoveSavedQuery transaction.

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<CatalogService>
<RemoveSavedQueryRequest>
<QueryName>mgl</QueryName>
</RemoveSavedQueryRequest>
</CatalogService>

ECHO Users’ Guide 60 To accompany ECHO Release 7.0



6.1.1.9 RemoveSavedResultSet
This message is used to remove a saved result. This transaction is not available to Guests.

Code Example 71. RemoveSavedResultSet transaction.

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<CatalogService>
<RemoveSavedResultSetRequest>
<ResultSetID>resultl</ResultSetID>
</RemoveSavedResultSetRequest>
</CatalogService>

6.1.1.10 SaveQuery

This is a request to save a query. Once a query has been saved, it may be executed by name rather than providing the
entire query expression.

Code Example 72.  SaveQuery transaction.

<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<CatalogService>
<SaveQueryRequest>
<QueryName>mgl</QueryName>
<QueryExpression>
<query>
<! [CDATA[
<?xml version="1.0" encoding="UTE-8"?>
<!DOCTYPE query PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/IIMSAQIQueryLanguage.dtd">
<query>
<for value="granules"/>
<dataCenterId>
<all/>
</dataCenterId>
<where>
<granuleCondition>
<onlineOnly/>
</granuleCondition>
</where>
</query>
11>
</query>
<namespace>none</namespace>
<QueryLanguage>
<TIMSAQL></TIMSAQL>
</QueryLanguage>
</QueryExpression>
</SaveQueryRequest>
</CatalogService>
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6.1.1.11 SaveResultSet

This message is used to persist a Result Set so that it may be retrieved or searched at a later time. This transaction is
not available to Guests.

Code Example 73.  SaveResultSet transaction.

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<CatalogService>
<SaveResultSetRequest>
<ResultSetID>R1002 RS 978991090832</ResultSetID>
<newResultSetID>resultl</newResultSetID>
</SaveResul tSetRequest>
</CatalogService>

6.1.1.12 ListServicesForltem
This transaction lists the name and description of services available for the specified ECHO item.

Code Example 74.  ListServicesforIltemTransaction

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE CatalogService PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/CatalogService.dtd">
<CatalogService>
<ListServicesForIterRequest>
<ECHOItemId>C395181-GSFC-TEST</ECHOItemId>
</ListServicesForItemRequest>
</CatalogService>

6.1.1.13 PresentSearchOptions

This transaction requests a list of the settable options available for the Catalog Service. A user may request
particular options by name; otherwise, all option definitions that can be set will be returned. The transaction is not
currently implemented.

6.1.1.14 PresentSearchPreferences

The transaction is not currently implemented. This transaction will request a list of the user-selected and/or ECHO
default preference settings for the Catalog Service.

6.1.1.15 UpdateSearchPreferences

The transaction is not currently implemented. This transaction will update the user's default search preferences.
These preferences may be overridden in any given Query Request; however, setting these properties removes the
necessity of providing this information as part of every Query Request. These preference values will be stored
across sessions for registered users, but will expire at the end of a session for guest users.

6.1.2 Error Messages

The following table gives the possible error messages associated with each transaction within the Catalog Service.
Some error messages are more complex then others and so will be treated in more detail in the following
subsections.

Table 9: Catalog service error messages.
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Transaction

[IMSAQL query specified is
not well formed or does not
conform to its DTD

Error Message

See Section below.

Description

See Section below.

Provider specified under the
dataCenterld element does
not exist

gov.nasa.echo.business.query.IMSAQL.IIMSAQLQu
eryException(Query validation Failed Error in query at
line 10,column 26 Invalid data center ID [ORNLZ2] .
DataCenter Id must be a valid ID NOT enclosed in
quotes. Valid Ids are
[ORNL,TEST_PROVIDER2,TEST_PROVIDER1])

The error message lists all the valid
providers that can be specified as
dataCenterlds. This list will vary
according to the providers registered
within ECHO at the time the query was
issued.

Strings and text patterns
specified for searches on
campaign, dataSetld,
spatialKeypwords etc., not
enclosed in single quotes

See Section below.

See Section below.

Invalid date specified for
any search element that
requires dates like
temporal, echoLastUpdate
etc.

gov.nasa.echo.business.query.lIMSAQL.IIMSAQLQu
eryException(Query validation Failed Error in query at
line 18,column 47 Invalid Date)

Check whether the date is valid like for
example date is trying to search on 29th
of February.

Coordinates specified for
spatial window points not
within the spatial limits of
the earth

gov.nasa.echo.business.query.IMSAQL.IIMSAQLQu
eryException(Query validation Failed Error in query at
line 17,column 44 latitude value of IMSPoint must be
a number between [-90,90])

The error message will change whether
the spatial window is being specified
using Polygon, MultiPolygon etc., and
also whether the latitude or longitude is
out of range.

Cloud cover range specified
not within 0-100

gov.nasa.echo.business.query.IMSAQL.IIMSAQLQu
eryException(Query validation Failed Error in query at
line 16,column 38 Invalid range for element
cloudCover. Attribute 'upper' of range element must
be a number between [0,100])

Indicates that the Upper range specified
is beyond 100.

Values specified for any
ranges not conforming to
upper>= lower

gov.nasa.echo.business.query.IMSAQL.IIMSAQLQu
eryException(Query validation Failed Error in query at
line 16,column 38 Invalid range for element
cloudCover.)

Information related to
presenting the results
(when the request message
specifies ResultType as
RESULTS)

See Section below.

See Section below.

6.1.2.1

6.1.2.1.1

Query Error Messages

IIMSAQL query specified is not well formed or does not conform to its DTD

If the request message sent to ECHO for any transaction in the CatalogService is not well formed XML or does not
conform to its DTD an attempt will be made to return the XML parser generated error message.

Error Message 3.

Parser generated error when the "for'" element is not specified in an IIMSAQL query.

gov.nasa.echo.business.query. IIMSAQL. IIMSAQLQueryException (Query validation Failed Error in at line 16, column 9:The
content of element type "query" must match " (for,dataCenterld,where)".)
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Error Message 4. Parser generated error when the IIMSAQL query fails to have correct matching tags

gov.nasa.echo.business.query. IIMSAQL. IIMSAQLQueryException (Query validation Failed
Error in at line 14, colum 41:The element type "value" must be terminated by the matching end-tag "</value>".)

But when the system attempts to return this error message, the error message itself invalidates the XML that is being
returned to the user (because of the ‘<’ and the ‘>’ characters that are not escaped) and the ECHO system internally
throws another error message. So the error message that the user will see will be the following.

Error Message 5. XML message generated by internal ECHO error.

<?xml version="1.0" standalone="no" ?>
<SessionManager>
<Error>
<! [CDATA[
Stopping after fatal error: The element type "Message" must be terminated by the matching end-tag
"< /Message>".
11>
</Error>
</SessionManager>

This is not the best error message to be sending to the user and future versions will correct this problem. In order to
minimize the possibility of receiving such vague error messages, make sure the query in IMSAQL is validated
independently with its own DTD before embedding it in the CDATA section of the QueryRequest message.

6.1.2.1.2  Strings and text patterns specified for searches on campaign, dataSetld, spatialKeypwords etc.,
not enclosed in single quotes

There are two possible error messages — one for string values and one for text patterns.

Error Message 6.  String value error message for searches not enclosed in single quotes.

gov.nasa.echo.business.query. IIMSAQL. ITMSAQLQueryException (Query validation Failed Error in query at line 14, column 37
campaign values must be strings enclosed in single-quotes.) or

Error Message 7. Text pattern error message for searches not enclosed in single quotes.

gov.nasa.echo.business.query. IIMSAQL. ITMSAQLQueryException (Query validation Failed Error in query at line 14, column 49
textPattern element of campaign must be a string enclosed in single-cquotes.)

The word “campaign” in the error message will be replaced by the search criteria that is violating this rule.

6.1.2.1.3  Spatial window specified as part of the spatial query is invalid
If a spatial window specified in the spatial query is invalid then an error message will be returned.

Error Message 8. Invalid spatial window error.

gov.nasa.echo.business.query. IIMSAQL. ITMSAQLQueryException (Invalid Window: :Oracle error:13367)

This may not seem a very useful error message because it does not clearly state what about the spatial window is
invalid. The Oracle error code 13367 is an indication of the problem, but the client would not be able to link this
code to a useful error message. We will attempt to list the error codes and the corresponding explanation. This list
may not be complete. If you receive an error code that is not listed, please let us know.

Table 10:  Spatial error codes.
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Oracle Spatial Error Code Explanation of the error code

13349 The boundary of a polygon intersects itself. Correct the geometric definition of the
spatial window

13351 Two or more rings of a complex polygon overlap. The inner or outer rings of a complex
polygon overlap. All rings of a complex polygon must be disjoint. Correct the geometric
description of the object.

13356 There are repeated points in the sequence of coordinates. Remove the redundant
points.

The orientation of the rings in the spatial window is incorrect. Make sure all the rings

13367 . .
are in counter-clockwise order.

6.1.2.1.4 Information related to presenting the results (when the request message specifies ResultType as
RESULTS)

The error messages in this case would be the same as those during Present transaction that are related to
TupleTypes, IteratorSize and Cursor values. Please refer to the following section.

6.1.2.2 Query and Results Management Error Messages

6.1.2.2.1 PresentResults

Error Message 9.  PresentResults error returned when user tries to present a Result Set that has not been
created in the current session or previously saved.

gov.nasa.echo.services.ejb.catalogservice.UserResul tNotFoundException (result=[ResultX]

for userId=[UserY] not found)

Where ResultX is the ResultSetID that was requested for presentation and UserY is the userld of the registered user
or a temporary Id assigned to the Guest.

Error Message 10. PresentResults error returned when invalid TupleTypes are used.

Attributes [ShortN, DataSetID, ECHOUpdateDate] not valid for QueryType=[COLLECTIONS] and DIDType=[ECHO]

The DTDType by default is ECHO. The valid TupleTypes for the Present depend on the DTDType selected (current
option is ECHO) and whether the results are for granules or collections. If the user specifies a TupleType that is not
valid for this particular combination, the error message returned will include the list of invalid TupleTypes. For
example, the error message shown above indicates the situation when trying to present results for Collections using
the ECHO DTDType. We mistyped ShortName as ShortN, write DataSetID instead of DataSetld and write
ECHOLastUpdate as ECHOUpdateDate.

6.1.2.2.2 Invalid values for either the Cursor or lteratorSize

If invalid values are specified for Cursor and Iterator then no error is generated, instead ECHO makes certain
assumptions for the user:

1. In case the Cursor or Iterator values are negative numbers then the default results are returned (i.e. Cursor
starting from 1 and Iterator size of 10)

2. In case the Cursor value is beyond the result set size, payload will contain the header of the results in XML
but it will not actually have any results in it.

Error Message 11. Error returned when invalid values for either the Cursor or IteratorSize are used

<?xml version="1.0" encoding="UTEF-8"?>
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<!DOCTYPE results SYSTEM "http://api.echo.nasa.gov/echo/dtd/ECHOCollectionResults.dtd">
<results/>

In case the Iterator size takes the cursor beyond the total number of results, results are shown up to the last result in
the result set.

6.1.2.2.3 SaveQuery

Error Message 12. SaveQuery - Error returned when a Guest is trying to save a query

Transaction available only to Registered Users

6.1.2.2.4 SaveResult

Error Message 13. SaveResult - Error returned when a Guest is trying to save a query

Transaction available only to Registered Users

Error Message 14. SaveResult - Error returned when a user tries to save a result with an existing name

Result with [savedName] name already exists

Error Message 15. SaveResult - Error returned when a user tries to save a result that does not exist yet

Result with name [resultSetId] does not exist for user [Userl0Ol]

6.1.2.2.5 PresentSavedQuery

Error Message 16. PresentSavedQuery - Error returned when a Guest tries to present a saved query

Transaction available only to Registered Users

Error Message 17. PresentSavedQuery - Error returned when a user tries to present a saved query that
does not exist yet

Query with [queryName] name does not exist

6.1.2.2.6 RemoveSavedQuery

Error Message 18. RemoveSavedQuery - Error returned when a Guest tries to remove a saved query

Transaction available only to Registered Users

Error Message 19. RemoveSavedQuery - Error returned when a user tries to remove a saved query that
does not exist yet

Query with [queryName] name does not exist

6.1.2.2.7 Remove Saved ResultSet

Error Message 20. Remove Saved ResultSet - Error returned when a user tries to remove a result set that
does not exist
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Saved Result [myresult] for userId=UserlOl not found

6.1.2.2.8 List Saved Queries

Error Message 21. List Saved Queries - Error returned when a Guest tries to list saved queries

Transaction available only to Registered Users

6.1.2.2.9 List Saved ResultSets

Error Message 22. List Saved ResultSets - Error returned when a Guest tries to list saved result sets

Transaction available only to Registered Users

6.1.3 Alternative Query Language

ECHO Alternative Query Language (IIMSAQL) is a query language that defines the format for searches on
collections (Discovery) and granules (Data or Inventory search) in the ECHO system. IMSAQL is an XML based
language. The DTD for IIMSAQL can be found at http://api.echo.nasa.gov/echo/dtd/IIMSAQLQueryLanguage.dtd

Code Example 75. General AQL structure.

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE query PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/IIMSAQIQuerylanguage.dtd">
<query>
<for value= "collections" or "granules" />
<dataCenterId>
<all/>
</dataCenterId>
<where>
<list of conditions ... >
</where>

</query>

Note: The <for/> tag shown in this example does not require a value attribute to be set, though it
should be kept in mind that if you do not explicitly set this attribute it will default to “collections.’
If you do not set the value attribute your query will validate correctly, but an error can still be
experienced if you later use granule settings for other attributes in your query.

1

The query language is designed to be data driven and declarative. The DTD defines the fields that can be queried as
well as the specific data centers that should be used for the query. Under the <dataCenterId> tag, the user defines the
data centers from which to search. Then for each field that can be queried, the user can specify the value(s) that
must be satisfied by each returned result. The fields that can be searched on for collections occur as children of the
<collectionCondition> element. The fields that can be searched on for granules occur as children of the
<granuleCondition> element. Only those granules or collections that satisfy all the conditions form part of the result
(i.e., ANDing of the conditions in the query is implied.). The list of conditions consists of <collectionCondition>
elements for Discovery or <granuleCondition> elements for Inventory search.

The DTD for IMSAQL specifies that the <where> tag can have any number of <collectionCondition> or
<granuleCondition> elements. Moreover, it further specifies that each of these tags can contain any one of the
search elements described below. However, note that for the query to be valid each of the search elements may
appear ONLY once.

Code Example 76.  Discovery search.
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<?xml version="1.0" encoding="UTE-8"?>

<!DOCTYPE query PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/IIMSAQIQueryLanguage.dtd">

<query><for value="collections"/>
<dataCenterId><value>ORNL TS1</value></dataCenterId>
<where>
<collectionCondition> ... </collectionCondition>
<collectionCondition> ... </collectionCondition>

</where>

</query>

Code Example 77.  Inventory search.

<?xml version="1.0" encoding="UTE-8"?>

<!DOCTYPE query PUBLIC "-//ECHO CatalogService (v6.0)//EN" "http://api.echo.nasa.gov/echo/dtd/IIMSAQIQueryLanguage.dtd">

<query><for value="granules"/>
<dataCenterId><value>ORNL TS1</value></dataCenterId>
<where>
<granuleCondition> ... </granuleCondition>
<granuleCondition> ... </granuleCondition>

</where>

</query>

The data centers can be specified by explicitly listing them or by using the empty element <all/> to indicate that all
the data centers should be searched. This is the default condition. i.e., if no condition is specified for <dataCenterld>
element all data centers are searched. Do not enclose data center IDs in single-quotes.

Code Example 78.  dataCenterID search element.

Search all data providers.

<dataCenterId><all/></dataCenterId>

Search for collections/granules in the LPDAAC ECS or ORNL TSl data providers’ metadata only.

<dataCenterId><list>
<value>ORNL TS1</value>
<value>LPDAAC ECS</value>

</list></dataCenterId>

Search for collections/granules in the ORNL data provider’s metadata only.

<dataCenterId>
<value>ORNL TS1</value>
</dataCenterId>

6.1.3.1 Discovery Search
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Searches for collections must enclose the search criteria in a <collectionCondition> element. If you want to search
the negated criteria, you should set the negated attribute in the <collectionCondition> element to 'Y". (e.g., The
example below shows how to create a search for all collections except the ones with processing level 1 or 2).

Code Example 79.  CollectionCondition element.

<collectionCondition negated='Y'>
<processinglevel><list>
<value>'1l'</value>
<value>'1A'</value>
<value>'1B'</value>
<value>'2'</value>
</list></processinglevel>

</collectionCondition>

The negated attribute can be set to "Y' for any criterion unless specified otherwise. For those criteria that do not
support the negated version, even if the user specifies the attribute negated="Y" for the parent collectionCondition
element, the criteria will remain positive.

The following criteria can be used to search for Collections.

Table 11: Discovery search criteria.

Search Criteria XML Element

CampaignShortName <CarpaignShortName>. . .</CampaignShortName>
Dataset ID <dataSetId>...</dataSetId>

ECHO Insert Date <ECHOInsertDate>. . .</ECHOInsertDate>
ECHO Last Update <ECHOLastUpdate>. . .</ECHOLastUpdate>
Online Collections Only <onlineOnly/>

Parameter <parameter>. . .</parameter>

Processing Level <processinglevel>. . .</processinglevel>
Sensor Name <sensorName>. . .</sensorName>

Short Name <shortName>. . .</shortName>

Source Name <sourceName>. . .</sourceName>

Spatial <spatial>...</spatial>

Spatial Keywords <spatialKeywords>. . .</spatialKeywords>
Temporal <temporal>...</temporal>

Temporal Keywords <temporalKeywords>. . .</temporalKeywords>
Additional Attribute Names <additionalAttributeNames>. . .</additionalAttributeNames>
Orderable Items <orderable/>

Version ID <versionId>...</versionId>

Archive Center <archiveCenter>...</archiveCenter>

6.1.3.2 Inventory Search
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Searches for granules must enclose the search criteria in the <granuleCondition> element. As in the case of
collectionCondition, if you want to search the negated criteria, set the negated attribute in the <granuleCondition>
element to "Y'. The negated attribute can be set to 'Y' for any criterion unless specified otherwise. For those criteria
that do not support the negated version, even if the user specifies the attribute negated="Y" for the parent
granuleCondition element, the criteria will remain positive.

Granules can be searched using the following criteria that are further discussed in the following sections.

Table 12:  Inventory search criteria.

Search Criteria XML Element

Only Granules with Browse Data

<browseOnly/>

CampaignShortName

<CampaignShortName>. . .</CampaignShortName>

Percentage of Cloud Cover

<cloudCover>. . .</cloudCover>

Dataset ID <dataSetId>...</dataSetId>

ECHO Insert Date <ECHOInsertDate>. . .</ECHOInsertDate>
ECHO Last Update <ECHOLastUpdate>. . .</ECHOLastUpdate>
Either Day or Night Granules Only <dayNightFlag/>

Only Global Granules <glabalGranulesOnly/>

Search on ECHO granule IDs (formerly
granuleld)

<ECHOGranuleID>. . .</ECHOGranuleID>

Search on Granule UR (provider specific)

<GranuleUR>. . .</GranuleUR>

Online Granules Only

<onlineOnly/>

TwoDCoordinateSystem

<TwoDCoordinateSystem>. . .</TwoDCoordinateSystem>

ProducerGranulelD

<ProducerGranuleID>. ..</ ProducerGranuleID>

Additional Attributes

<additionalAttributes>...</additionalAttributes>

Sensor Name

<sensorName>. . .<sensorName>

Source Name

<sourceName>. . .</sourceName>

Spatial

<spatial>...</spatial>

Temporal

<temporal>...</temporal>

Orderable ltems

<orderable/>

Version ID <versionId>...</versionId>
PGE Name <PGEName>. . .</PGEName>
PGE Version <PGEVersion>. . .</PGEVersion>

Measured Parameters

<measuredParameters>. . .</measuredParameters>

Provider Production Date

<providerProductionDate>..</providerProductionDate>

Provider Insert Date

<providerInsertDate>...</providerInsertDate>

Effective with ECHO Release 7.0, LocalGranuleID search criteria was renamed ProducerGranuleID

6.1.3.3 Common Search Elements
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6.1.3.3.1 CampaignShortName

Name(s) of the campaign or project that gathered data associated with the collection or granule.
CampaignShortName can take a single-quoted string in a <value>, a list of single-quoted strings in a <list> or a
textPattern in a <textPattern> element as defined in the section on Miscellaneous Elements.

Refer to the sub-section on textPattern under Miscellaneous Elements for detailed explanation on the pattern string.
Later versions may support text patterns from Oracle InterMedia.

Code Example 80. CampaignShortName search element.

Search for collections/granules where campaignShortName = 'River'
<CampaignShortName>

<value>'River'</value>
</CampaignShortName>

Search for collections/granules where campaignShortName = 'River' or campaignShortName = 'Lake'
<CampaignShortName>
<list>
<value>'River'</value>
<value>'lake'</value>
</list>
</CampaignShortName>

Search for collections/granules where campaignShortName contains the string 'AS A%D'.
<CampaignShortName>

<textPattern operator="LIKE">'AS ASD'</textPattern>
</CampaignShortName>

6.1.3.3.2 DatasetID

This specifies the universal name of a collection. This element can be used to restrict the search to a few Collections.
It can be specified using the <value> element to specify a single Collection, a <list> for a list of Collections or a
<textPattern>. You can use the <value> or <list> only if you know the name of the Collection. This can be the case
when you have performed a Discovery search and are now performing an Inventory search for granules within the
collections of your interest.

Note: Beginning with ECHO release 5.5, the use of dataSetld is case sensitive. If the exact
dataSetld is not used, searches could return incorrect results (including 0 hits).

Code Example 81. DatasetID search element.

Search for all collections whose dataSetId ends with 'IA'
<collectionCondition>
<dataSetId>
<textPattern>'$1A'</textPattern>
</dataSetId>
<collectionCondition>

Search for all granules whose dataSetId is 'LEAF CHEMISTRY, 1992-1993 (ACCP)' or 'ASTER DEM Product V002’only.
<granuleCondition>
<dataSetId><list>
<value>'LEAF CHEMISTRY, 1992-1993 (ACCP)'</value>
<value>'ASTER DEM Product V002'</value>
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</list></dataSetId>
</granuleCondition>

6.1.3.3.3  OnlineOnly
Used to specify a search for granules or collections that are available online. Negated condition is not supported.

Code Example 82.  OnlineOnly element.

<collectionCondition>
<onlineOnly/>
<collectionCondition>

6.1.3.3.4 ECHO Insert Date

Used to specify a search based on when a collection or granule was inserted into ECHO. This can be specified only
as date range. Negated condition is not supported.

Code Example 83. ECHOInsertDate element.

<ECHOInsertlate>
<dateRange>
<startDate>
<Date YYYY="2001" MM="04" DD="05"/>
</startDate>
</dateRange>
</ECHOInsertDate>

6.1.3.3.5 ECHO Last Update

Used to specify a search based on when a collection or granule was last updated inside ECHO. This can be
specified only as date range. Negated condition is not supported.

Code Example 84. ECHOLastUpdate element.

<ECHOLastUpdate>
<dateRange>
<startDate>
<Date YYYY="2001" Mv="01" DD="01"/>
</startDate>
<stopDate>
<Date YYYY="2001" MV="O6" DD="01"/>
</stopbate>
</dateRange>
</ECHOLastUpdate>

6.1.3.3.6 Sensor Name

This element is used to search for collections or granules based on the name of the sensor. Searching for a known
value in a <value>, a list of known values in a <list>, or a text pattern in a <textPattern> is supported. A new search
feature is added for searching with a list of values. Users can specify the relationship between each values which can
be either "AND" or "OR". "AND" relationship means that results must match with every value specified. "OR"
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relationship means that results match with either one of the values specified. "OR" is the default setting for
searching with multiple values.

Code Example 85.  Sensor Name search element. This is an example specifying "AND" relationship
searching with multiple values.

<granuleCondition>
<sensorName operator="AND">
<list>
<value>'human observer'</value>
<value>'rain gauge'</value>
</list>
</sensorName>

</granuleCondition> >

6.1.3.3.7 Source Name

This element is used to search for collections or granules based on the name of the source. Searching for a known
value in a <value>, a list of known values in a <list>, or a text pattern in a <textPattern> is supported. A new search
feature is added for searching with a list of values. Users can specify the relationship between each value which can
be either "AND" or "OR". "AND" relationship means that results must match with every value specified. "OR"
relationship means that results match with either one of the values specified. "OR" is the default setting for
searching with multiple values.

Code Example 86.  Source Name search element. This is an example specifying "AND" relationship
searching with multiple values.

<<granuleCondition>
<sourceName operator="AND">
<list>
<value>'CV-580"'</value>
<value>'C-130'</value>
</list>
</sourceName>

</granuleCondition>

6.1.3.3.8  Spatial

Spatial is used to restrict the search within a spatial extent of the earth. The negated condition is not supported. Also,
specifying a spatial condition and globalGranulesOnly criterion in the same query is not allowed.

The spatial extent can be specified using the OpenGIS Consortium’s (OGC) Geography Markup Language (GML)
elements <Polygon>, <MultiPolygon> or <LString> found in GeometryCollection.dtd or by using the ECHO
elements <IIMSPolygon>, <IIMSMultiPolygon>, or IMSLine>. While using GML elements, the point MUST be
specified with longitude first followed by the latitude.
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A Polygon consists of one or more rings. Some rings can be embedded within others that define the interior of the
polygon. The ECHO system can handle polygons with only one external ring and multiple internal rings.

(a) Polygon (b) Polygon with holes (c) Multi polygon

Figure 3. Allowed geometries for spatial data and query windows.

3
Figure 4. The points of a polygonal ring should be specified in counter clockwise order.

In order to define a ring, the last point in the ring should be the same as the first point in the ring. It is necessary to
specify the points in each polygonal ring in counterclockwise order.

In order to specify multiple outer rings, the <MultiPolygon> or <IIMSMultiPolygon> elements should be used, with
each outer ring in a separate <Polygon>. There should be no overlap between any of the outer rings defined.

<IIMSLine> or <LString> are used to specify a line on the Earth. It is necessary to specify the points in the line
from one end point to the other. <IIMSPoint> can be used to specify a single point on the Earth. Note that
although <IIMSPoint> is used to describe corner points in a polygon or end points in a line, it is also describes a
specific searchable geometry.

Spatial Operators available in the ECHO System are described below. Relationship between objects A and B is
defined to be:

¢ EQUAL. They have the same boundary and interior.
*  TOUCH. The boundaries intersect but the interiors do not.
¢ WITHIN. Interior and boundary of the first object is completely contained in the interior of the second.

¢ CONTAINS. The interior and boundary of the second object is completely contained in the interior of the
first.

* RELATE. The objects are non-disjoint, i.e., their body and/or boundaries intersect.

C
B A _E | D

(a) Search region B, A is
within; Search region A, area B (b) C and D touch; C and E do not touch
contains A

Figure 5. Types of spatial relationships.
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The query is defined such that the user specified spatial extent, is the second object in the query. Hence use
CONTAINS if you want to retrieve granules/collections that contain the specified polygon, use WITHIN if you want
to retrieve granules/collections that are within the specified spatial extent and use RELATE to retrieve
granules/collections that overlap in some way. RELATE is the default operator.

ECHO supports multiple spatial representations (or SpatialType). Spatial data of different spatial representation are
described differently and hence are stored and queried differently. The spatial types that ECHO currently supports
are described below.

NORMAL

Conventional spatial data are described as a certain shape such as a polygon, a multi-polygon, or a line. The spatial
type for this type of data is categorized as “NORMAL”. Spatial data of this type are stored in the database as an
Oracle object to record its shape, spatial locations and coordinate system used, Cartesian or Geodetic.

Because the Oracle search for spatial data has different restrictions for different coordinate systems, some issues
need to be noted. For the Cartesian system, Oracle allows the coverage to be as large as the whole earth but does not
allow data that covers the pole or crosses the date line, so the search window must conform to these restrictions. For
the Geodetic system, Oracle allows the data to cross the date line and the poles, but the total area of a single polygon
cannot exceed half the earth, and the search window needs to conform to these constraints. Oracle does not validate
the spatial search window before it executes the query. If the window does happen to be invalid no error is generated
but the results produced may be incorrect. In order to reduce the effect of this issue on clients, ECHO validates the
spatial window. Since the window validation needs to be irrespective of whether the data searched is Geodetic or
Cartesian, the validation routine only validates the window to conform to the Geodetic coordinate system. It is the
client’s responsibility to make sure that they conform to the extra restriction imposed when querying the Cartesian
system data. In addition, even though the Cartesian system allows the query window to be as large as the whole
earth, ECHO will restrict the window to be no larger than half the area of the earth. Smaller sized spatial search
windows result in faster response times.

Polygon in Cartesian system connected Polygon in Geodetic system connected Same Polygon specified in Geodetic
by straight lines by great circle arcs system specified with more points to
more accurately represent the real image
extent
Figure 6. Polygon area defined depends on the number of points and the coordinate system used.

The actual area on the earth that is queried depends on the coordinate system used by the provider and the number of
points in the query window. When searching data from providers using Cartesian coordinates the search polygon is
converted to a Cartesian polygon with points connected using straight lines, The search polygon is converted to a
Geodetic polygon while searching data from providers using the Geodetic coordinate system and the points are
connected using great circle arcs. This may result in slightly different results for data from providers using Cartesian
and those using the Geodetic coordinate system. To ensure better accuracy, represent the search window with more
than just the corner points.

Oracle Spatial search is a two-step process. The first step filters the data by querying the spatial window against the
bounding box of the spatial data. The second step is a slower more accurate polygonal geometry search for exact
results on the results from the first step. A small window results in more data being eliminated by the first filter, so
the search will run faster.

Skewed polygonal windows or data will have lots of wasted space in the bounding box will result in more false
positives passing through the fast filter.
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(a) Data that almost covers its bounding box results in  (b) Skewed data results in false positives
a true positive result

Figure 7. Data orientation with respect to its bounding rectangle
may play a role in the response time of a spatial query.

GLOBAL

A special case is if the spatial coverage of the data is the entire earth. The data does not come with any specific
spatial value, but rather a flag to denote its spatial as global. Currently ECHO only supports global spatial searches
on granules.

ORBIT

Spatial data are orbit-based and generated from satellites running along orbits. Because an orbit travels at a fixed
direction with a fixed declination angle and the covered area is a stripe of fixed width, the spatial coverage of a
granule can be derived from the latitude where the granule starts and ends and the crossing longitude on the equator
where its orbit originally starts. Thus, the orbit-based spatial data are not stored as shape object but as the original
data. ECHO uses an algorithm called “backtrack™ to perform searches on orbit-based data. Spatial coverage can be
as large as the entire earth surface including polar area. ECHO does simple validation against the spatial window to
make sure it does not exceed the scope of the earth (the latitude is within the range —90 to 90 and the longitude is
within the range —180 to 180). There are some limitations in the current implementation. First, ECHO only supports
searching on single-orbit granules. Secondly, the only supported spatial operator is RELATE.

<SpatialType> tag is used to specify the spatial type and is an optional field in AQL. If the user opts not to specify
this field, ECHO performs a default search. By default, ECHO performs search on NORMAL (Cartesian and
Geodetic), CONSTANT COVERAGE and ORBIT. GLOBAL granules are not returned in the default case.

Code Example 87.  Spatial Search Element

<spatial operator="RELATE">
<Polygon>
<LRing>
<CList>-120, -30, -100, -60, 5, -90,
-120, -60, 160, 5, 160, 60, 120, 85,
5, 85, -120, 30, -120, -30</CList>
</IRing>
<ILRing>
<CList>80, 20, 80, 60, 20, 60,
20, 20, 80, 20</CList>
</IRing>
</Polygon>
<SpatialType>
<list>
<value>NORMAL< /value>
<value>ORBIT</value>
<value>GLOBRAI</value>
</list>
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</SpatialType>
</spatial>

Code Example 88. A multi-polygon spatial query.

<spatial operator='RELATE'>
<IIMSMultiPolygon>
<IIMSPolygon>
<IIMSIRing>
<IIMSPoint lat="85" long="-50"/>
<IIMSPoint lat="70" long="-60"/>
<IIMSPoint lat="60" long="-50"/>
<IIMSPoint lat="70" long="-40"/>
<IIMSPoint lat="85" long="-50"/>
</IIMSLRing>
</IIMSPolygon>
<IIMSPolygon>
<IIMSIRing>
<IIMSPoint lat="-85" long="-50"/>
<IIMSPoint lat="-70" long="-40"/>
<IIMSPoint lat="-60" long="-50"/>
<IIMSPoint lat="-70" long="-60"/>
<IIMSPoint lat="-85" long="-50"/>
</IIMSLRing>
</IIMSPolygon>
</TIMSMultiPolygon>
</spatial>

Code Example 89. A single point spatial query.

<spatial operator='RELATE'>
<IIMSPoint long='-75.0' lat='35.0'/>
< spatial>

Code Example 90. A spatial query using a line defined by GML elements.

<spatial operator='EQUAL'>
<LString>
<CList>70, 80, 80, 80, 90, 90</CList>
</1String>
</spatial>

6.1.3.3.9 Temporal

Used to specify the temporal extent of the data. The dates are stored as Gregorian dates, and the times are stored in
GMT. This search allows only dates in YYYY-DD-MM format. A range of time as beginning and ending dates can
be specified or a periodic temporal range can be specified as start date, end date and the start and end day of each
year can be specified. The start and end day should be an integer between 1 and 365 with start day <= end day. The
end day can be specified as 366, but if the temporal range contains a non-leap year then an error will be generated.

Code Example 91. Temporal search element.
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Searches for granule/collections whose temporal range overlaps with the time between May 12, 1990 to June 13, 1992.
<temporal>

<startDate><Date YYYY="1990" MV="5" DD="12"/></startDate>

<stopDate><Date YYYY="1992" MM="6" DD="13"/></stopDate>
</temporal>

Searches for granules/collections whose temporal range overlaps with the time ranges: May 16, 1990 — July 14, 1990 or
January 5, 1991 - March 5, 1991 or January 5, 1991 - February 10, 1991.

<temporal>
<startDate><Date YYYY="1990" MV="5" DD="12"/></startDate>
<stopDate><Date YYYY="1992" MV="2" DD="10"/></stopDate>
<startDay value="5"/>
<endDay value="60"/>

</temporal>

6.1.3.3.10 Orderable ltems
Used to specify search for granules or collections that can be ordered.

Code Example 92.  Orderable element.

<collectionCondition>
<orderable/>
<collectionCondition>

6.1.3.3.11 Version ID

This element is used to search for collections or granules based on the version identifier of the data collection.
Searching for a known value in a <value>, a list of known values in a <list>, or a text pattern in a <textPattern> is
supported.

Code Example 93.  Version ID search element.

<collectionCondition>
<versionId>
<value>'0'</value>
</versionId>
</collectionCondition>

<granuleCondition>
<versionId>
<textPattern cperator="LIKE">'3.%'</textPattern>
</versionId>

</granuleCondition>

6.1.3.4  Search Elements Specific to Discovery

6.1.3.4.1 Parameter

Specify the Geophysical terms associated with a collection. This search term can be used only for collection
searche